
PSA: You can run two Mullvad WireGuard
tunnels on one machine and double your
speed
Information

This only clicked for me recently so figured I'd share.

Mullvad gives you 5 devices per account. Nothing stops
you from registering two (or more) of those devices on
the same computer and loading separate WireGuard
configs.

Once you have two tunnels up to two different Mullvad
servers, you use ECMP (Equal-Cost Multi-Path) routing
on top. Basically the kernel spreads your connections
across both tunnels so you use both at once.

My results today
Single Mullvad server: 645 Mbps
Two Mullvad servers with ECMP: over 1300 Mbps

Same speed test endpoint both times.

Mullvad server speeds can vary a lot depending on
congestion. Sometimes close to 1000 on a single server,
sometimes well under that. Using multiple devices in
parallel seems to be a pretty reliable way to smooth that
out and get a lot closer to full ISP speed.

How (Linux, should be doable on other platforms too):

1. Download two separate WireGuard configs from
Mullvad (two different servers, ideally same city)

2. Bring both interfaces up

3. Set up ECMP default routes with equal weight
across both WireGuard interfaces

4. Run a speed test and watch it spread across both
tunnels

You're still only using 2 of your 5 allowed devices, so
you've got 3 left over for your phone/laptop/whatever.

Maybe everyone already figured this out, but it was new
to me. Hope it helps someone else who's been frustrated
by the speeds.

One limitation: ECMP just splits connections equally
across tunnels. If one server is congested and the other
is fast, you're still sending half your traffic through the
slow one. Anyone doing smarter weighted balancing
based on per-tunnel performance?
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 Top 1% Commenter

This is super clever.
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Impossible_Jump_754 • 8mo ago

Why do I need to double my speed when I already
hit 1 gig?

on121212 OP • 8mo ago

If you're on a 2.5gbit or 10gbit fiber connection
then you're leaving a lot on the table.

If you only have a 1 gig connection then load
balancing across multiple servers could give you
more consistent throughput. A diverse selection
of servers could protect you against congestion
upstream of your ISP. It's how most of the high
availability networks across the web operate.

adobaloba • 8mo ago • Edited 8mo ago

This post has been deleted by its author using
. The reason could be privacy-related,

security-driven, or simply a personal decision to
remove old content.
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ISP is the limit.
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Always capped by your ISP speed ofc.
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This might be faster sure, but I'd have to think this
would greatly diminish anonymity. Any attacker
monitoring the ingress and egress of the VPN
servers themselves wouod have to notice your
connection using both the server and both the exit
nodes connecting to the same endpoint after exiting
the tunnel. Boom, that connection is clearly you.

Maybe you aren't concerned and that's fine, but you
should probably warn people of the implications.
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