url-scan-report-1842dfd4-ac7f-452a-9660-0eb1ffe29735 10/12/26, 7:21PM

CLOUDFLARE

Scan report for 'https://www.capitalone.com/credit-cards/Ip/referral
s/?referralCode=9LPCM23C&programCode=6011&pld=954078&0C=
COFR58RSsw'

Scan ID: : 1842dfd4-ac7f-452a-9660-0ebl1ffe29735

No classification — No immediate security risks are detected at this URL.
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Summary
Scan ID: 1842dfd4-ac7f-452a-9660-0eb1ffe29735
Report finished: October 12, 2026 7:15 PM
2 countries

2 transactions

Web page components and interactions

HTML
Scripts

Technologies - 8 identified
Name Description

Amazon
Web Servi

Submitted URL:
2 1Ps

2 domains

Stylesheets

Images

atabase storage, content delivery and other functionality.

ces

Snowplow
Analytics

HSTS HTTPS.

Google An
alytics

Facebook
Pixel

Cloudflare

10/12/26, 7:21PM

https://i.capitalone.com/JZEmv3RsI
23

23

1

Amazon Web Services (AWS) is a comprehensive cloud services platform offering compute power, d

Snowplow is an open-source behavioral data management platform for businesses.

HTTP Strict Transport Security (HSTS) informs browsers that the site should only be accessed using

Google Analytics is a free web analytics service that tracks and reports website traffic.

Facebook pixel is an analytics tool that allows you to measure the effectiveness of your advertising.

Cloudflare is a web-infrastructure and website-security company, providing content-delivery-networ

k services, DDoS mitigation, Internet security, and distributed domain-name-server services.

Amazon C  Amazon CloudFront is a fast content delivery network (CDN) service that securely delivers data, vide
loudFront  os, applications, and APIs to customers globally with low latency, high transfer speeds.

Akamai . .
and cloud security solutions.

about:srcdoc

Akamai is global content delivery network (CDN) services provider for media and software delivery,
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Screenshots

Capﬁa/lazj Refer a friend

Your friend thinks you'll love
a Capital One card.

See if you'll be approved in as little as 90 seconds with no harm to
your credit score.

Check My Eligibility

CAPITAL ONE CARD BENEFITS

Opportunity to $0 Fraud Liability ~ Flexible Due Dates
Build Credlt for Unauthorized Pick payment due dates that work best for

you and your schedule.
With responsible use U Se

You're covered by $0 Fraud Liability if your
card is ever lost or stolen.”

HOW TO APPLY & REWARD YOUR FRIEND
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Security

Risks

Security violations

Not set

e strict-transport-security
e x-frame-options

e x-content-type-options
e content-security-policy
e referrer-policy

e clear-site-data

e Xx-permitted-cross-domain-policies

e permissions-policy

e cross-origin-embedder-policy
e Cross-origin-opener-policy

e Cross-origin-resource-policy
e X-XSs-protection

o feature-policy

e expect-ct

e public-key-pins

Certificates: % {number} found
Subject
www.capitalone.com
ecm.capitalone.com
onetms.capitalone.com
dpm.demdex.net
card-apis.capitalone.com
smetrics.capitalone.com
js-agent.newrelic.com
api-an.capitalone.com
a27988430061.cdn.optimizely.com
capitaloneservices.demdex.net
capitaloneservices.tt.omtrdc.net
potomac-clickstream.capitalone.com
www.googletagmanager.com
connect.facebook.net
logx.optimizely.com

5138.xg4ken.com

about:srcdoc

Security headers

Certificates

Issue date
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026
10/11/2026

10/11/2026

Expiry date
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027
10/12/2027

10/12/2027

10/12/26, 7:21PM

0 found

21found
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googleads.g.doubleclick.net
www.google.com
ad.doubleclick.net
www.facebook.com

www.google-analytics.com

about:srcdoc

10/11/2026
10/11/2026
10/11/2026
10/11/2026

10/11/2026

10/12/2027
10/12/2027
10/12/2027
10/12/2027

10/12/2027

10/12/26, 7:21PM
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Network

HTTP transactions 140 detected DNS records

HTTP transactions: 140 detected

Method

GET htt
p/11

GET htt
p/1.1

OPTIO
NS htt
p/11

OPTIO
NS htt
p/1.1

GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

about:srcdoc

URL

https://i.capitalone.com/JZEmv3Rsl|

https://www.capitalone.com/credit-cards/Ip/referrals/?referralCode=9LPCM23C&prog
ramCode=6011&pld=954078&0C=COFR58RSsw

https://ecm.capitalone.com/chariot-assets/gravity-assets/fonts/variable-fonts/WOFF
2/PremiumSerifVF_It_W_Wght.woff2

https://ecm.capitalone.com/chariot-assets/gravity-assets/fonts/variable-fonts/WOFF

2/PremiumSerifVF_W_Wght.woff2

https://www.capitalone.com/assets/enterprise/fonts/Optimist_W_XLt.woff2

https://www.capitalone.com/assets/enterprise/fonts/Optimist_W_Lt.woff2

https://www.capitalone.com/assets/enterprise/fonts/Optimist_W_SBd.woff2

https://www.capitalone.com/assets/enterprise/fonts/Optimist_W_Rg.woff2

https://www.capitalone.com/assets/shell/manifest.json

Status

302

200

403

403

200

200

200

200

200

10/12/26, 7:21PM

8 found

Type

appli
catio
n/oc
tet-s
trea

text/
html

appli
catio
n/xm

appli
catio
n/xm

binar
y/oct
et-st
rea

binar
y/oct
et-st
rea

binar
y/oct
et-st
rea

binar
y/oct
et-st
rea
m

appli
catio
n/jso
n

text/j
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GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

GET htt
p/11

OPTIO
NS htt
p/11

OPTIO

NS htt
p/11

GET htt
p/11

GET htt
p/11

GET htt

about:srcdoc

https://www.capitalone.com/assets/shell/card/scripts/card-es2015.6d6a57d6e6fb451
e.js

https://www.capitalone.com/assets/shell/card/scripts/runtime.ed27ea7c30e1348a.js

https://www.capitalone.com/assets/shell/card/styles/card-styles.691413a5d65a54ab.
css

https://www.capitalone.com/assets/shell/adobe/visitorAPl.js

https://www.capitalone.com/assets/shell/styles.8cbe76847ff6b679.css

https://www.capitalone.com/assets/shell/grv-shr-lib-styles.d53af212a21f6d13.css

https://www.capitalone.com/assets/shell/grv-tw-lib-styles.5a9fd84be76772b3.css

https://www.capitalone.com/assets/shell/optimizely/s/card_thesite.js

https://www.capitalone.com/assets/shell/runtime.ad5f86877cdcle4l.js

https://www.capitalone.com/assets/shell/polyfills.4d8f58ba0fcd8911.js

https://www.capitalone.com/assets/shell/main.7c227eb490189c98.js

https://onetms.capitalone.com/ot/nid?id=e306ece8-64db-4cfe-b1b5-e8d7b0f00d03

https://dpm.demdex.net/id?d_visid_ver=4.5.2&d_fieldgroup=MC&d_rtbd=json&d_ver=
2&d_verify=1&d_orgid=317906C354252E890A4C98BC % 40AdobeOrg&d_nsid=0&ts=1
791850502871

https://www.capitalone.com/assets/enterprise/deviceType/c1SiteVars.js

https://www.capitalone.com/assets/shell/adobe/at.js

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

10/12/26, 7:21PM

avas
cript

text/j
avas
cript

text/
css

text/j
avas
cript

text/
css

text/
css

text/
css

text/j
avas
cript

text/j
avas
cript

text/j
avas
cript

text/j
avas
cript

text/
plain

appli
catio
n/jso
n

appli
catio
n/jav
ascri

pt

text/j
avas
cript

text/j
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p/11

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

about:srcdoc

https://onetms.capitalone.com/ot/ot.js

https://www.capitalone.com/assets/shell/1284.6f5a96e112dee881.js

https://www.capitalone.com/assets/shell/9127.e274a1497177e04a.js

https://www.capitalone.com/assets/shell/6064.f89044918df326e6.js

https://www.capitalone.com/assets/shell/7733.0abc279623068843.js

https://www.capitalone.com/assets/shell/3239.55¢22be55905bd0f.js

https://www.capitalone.com/assets/shell/common.310e5bf4f304812f.js

https://www.capitalone.com/assets/shell/7559.5be042bbf91802ac.js

https://www.capitalone.com/assets/shell/411.56ef086874823dc5.js

https://www.capitalone.com/assets/shell/4797.7f0004a520387512.js

https://www.capitalone.com/assets/shell/189.7f449fb5719a1103.js

https://www.capitalone.com/assets/shell/281.7efd8c60c10d4e0e.js

https://www.capitalone.com/assets/shell/9204.55236dfd4c41d671.js

https://www.capitalone.com/assets/shell/9750.5d2d7d07266a4a5f.js

https://www.capitalone.com/assets/shell/8133.ec8262a21bb15d2d.js

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

10/12/26, 7:21PM
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GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/11

GET htt
p/1.1

OPTIO
NS htt
p/1.1

GET htt
p/11

GET htt
p/1.1

OPTIO
NS htt
p/11

GET htt
p/1.1

GET htt
p/11

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/11

about:srcdoc

https://www.capitalone.com/assets/shell/6823.af876762c72463fc.js

https://www.capitalone.com/assets/shell/3030.db6859719bdbédc4.js

https://dpm.demdex.net/id?d_visid_ver=4.5.2&d_fieldgroup=MC&d_rtbd=json&d_ver=
2&d_verify=1&d_orgid=317906C354252E890A4C98BC % 40AdobeOrg&d_nsid=0&ts=1
791850502871

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.js

https://www.capitalone.com/assets/shell/card/scripts/7140.bTaabfce36288edd.js

https://www.capitalone.com/assets/shell/card/scripts/9020.cef2044c84e011aa.js

https://onetms.capitalone.com/ot/nid?id=e306ece8-64db-4cfe-b1b5-e8d7b0f00d03

https://onetms.capitalone.com/potomac/2.18.2/sp.js

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.413.js?utv=ut4.48.
202609212048

https://dpm.demdex.net/id/rd?d_visid_ver=4.5.2&d_fieldgroup=MC&d_rtbd=json&d_ve
r=2&d_verify=1&d_orgid=317906C354252E890A4C98BC %40AdobeOrg&d_nsid=0&ts
=1791850502871

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.209.js?utv=ut4.48.
202606292121

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.212.js?utv=ut4.48.
202609302100

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.215.js?utv=ut4.48.2
02609241902

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.218.js?utv=ut4.48.
202608191601

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.230.js?utv=ut4.48.
202609301452

200

200
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200

200

200

200

200

200

200

200

200

200

200

200

10/12/26, 7:21PM
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GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/11

GET htt
p/11

OPTIO
NS htt
p/11

GET htt
p/11

OPTIO
NS htt
p/11

GET htt
p/11

OPTIO
NS htt
p/1.1

GET htt
p/11

about:srcdoc

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.234.js?utv=ut4.48.
202609162117

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.241.js?utv=ut4.48.
202609241902

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.255.js?utv=ut4.48.
202604231834

https://dpm.demdex.net/id/rd?d_visid_ver=4.5.2&d_fieldgroup=MC&d_rtbd=json&d_ve
r=2&d_verify=1&d_orgid=317906C354252E890A4C98BC % 40AdobeOrg&d_nsid=0&ts
=1791850502871

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.323.js?utv=ut4.48.
202509291953

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.380.js?utv=ut4.48.
202509291953

https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.429.js?utv=ut4.48.
202607081624

https://card-apis.capitalone.com/protected/149354/product/?id=ALL&channel=UNS&
v=f8a7d67202184e38640423804fb67045230adeb9

https://www.capitalone.com/assets/shell/card/scripts/1303.4a8dacfe24d295e9.js

https://smetrics.capitalone.com/id?d_visid_ver=4.5.2&d_fieldgroup=MC&mcorgid=317
906C354252E890A4C98BC%40AdobeOrg&ts=1791850503774

https://www.capitalone.com/assets/shell/page_models/card/resourceapi/credit-card

s/lp/referrals.json

https://js-agent.newrelic.com/nr-spa-1.278.3.min.js

https://www.capitalone.com/assets/shell/favicon.ico
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GET htt
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OPTIO
NS htt
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OPTIO
NS htt
p/1.1

GET htt
p/1.1

OPTIO
NS htt
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OPTIO
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OPTIO
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GET htt
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GET htt
p/11
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https://card-apis.capitalone.com/protected/149354/product/?id=ALL&channel=UNS&
v=f8a7d67202184e38640423804fb67045230adeb9

https://api-an.capitalone.com/private/21753/determine-pid

https://smetrics.capitalone.com/id?d_visid_ver=4.5.2&d_fieldgroup=A&mcorgid=31790
6C354252E890A4C98BC % 40AdobeOrg&mid=4858317760806417508875453059378
81224928ts=1791850504453

https://a27988430061.cdn.optimizely.com/client_storage/a27988430061.html

https://js-agent.newrelic.com/nr-spa-1.278.3.min.js

https://dpm.demdex.net/id?d_visid_ver=4.5.2&d_fieldgroup=AAM&d_rtbd=json&d_ver
=28&d_orgid=317906C354252E890A4C98BC%40AdobeOrg&d_nsid=0&d_mid=48583
177608064175088754530593788122492&ts=1791850504602

https://dpm.demdex.net/id?d_visid_ver=4.5.2&d_fieldgroup=AAM&d_rtbd=json&d_ver
=28&d_orgid=317906C354252E890A4C98BC % 40AdobeOrg&d_nsid=0&d_mid=48583
177608064175088754530593788122492&ts=1791850504602

https://capitaloneservices.demdex.net/dest5.html?d_nsid=0#https % 3A % 2F % 2Fww
w.capitalone.com

https://cm.everesttech.net/cm/dd?d_uuid=485671997857448783487518754961196318
74

https://capitaloneservices.tt.omtrdc.net/rest/v1/delivery?client=capitaloneservices&se
ssionld=%5Bsessionld+redacted%5D&version=2.3.0

https://dpm.demdex.net/ibs:dpid=411&dpuuid=as14CQAAABIEgAZB

https://dpm.demdex.net/demconf.jpg?et:ibs % 7cdata:dpid=411&dpuuid=as14CQAAAB
1EgAZB

https://capitaloneservices.tt.omtrdc.net/rest/v1/delivery?client=capitaloneservices&se
ssionld=%5Bsessionld+redacted % 5D&version=2.3.0

https://www.capitalone.com/assets/shell/consent-banner/consent-banner.json

https://www.capitalone.com/assets/enterprise/geo/location.json
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https://www.capitalone.com/assets/shell/page_models/card/resourceapi/credit-card
s/Ip/referrals/general-cards.json

https://www.capitalone.com/assets/shell/8878.6d06802720f94015.js

https://www.capitalone.com/assets/shell/8775.0a023c9d9776d888.js

https://www.capitalone.com/assets/shell/6986.788f6693336cb341.js

https://www.capitalone.com/assets/shell/9443.ddd752abd86796e3.js

https://www.capitalone.com/assets/shell/3202.8e075fe2e9c5c5b5.js

https://www.capitalone.com/assets/shell/2268.8676fdd10936e0e9.js

https://www.capitalone.com/assets/shell/8353.6be5ac69debb7a74.js

https://potomac-clickstream.capitalone.com/com.snowplowanalytics.snowplow/tp2

https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/universal-
navigation-copyright.json

https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/universal-
navigation-search.json

https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/universal-
navigation-footer.json

https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/universal-
navigation-header.json
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https://www.googletagmanager.com/gtag/js?id=AW-590247899

https://connect.facebook.net/en_US/fbevents.js

https://onetms.capitalone.com/kenshoo/0.0.1/kenshoo.js?cid=bd50eblc-9ea8-4752-8
8fb-1ffe96bc3f11

https://onetms.capitalone.com/yahoo/1.13.1/ytc.js

https://ecm.capitalone.com/WCM/card/icons/referrals/card-icon-successl.svg

https://ecm.capitalone.com/WCM/card/products/lp_referrals_general-cards_stacked.
png

https://ecm.capitalone.com/WCM)/card/icons/referrals/card-icon-search.svg

https://ecm.capitalone.com/WCM/card/icons/referrals/card-icon-security-approval.sv
g

https://ecm.capitalone.com/WCM/card/icons/referrals/card-icon-credit.svg

https://logx.optimizely.com/v1/events

https://www.capitalone.com/assets/shell/card/images/capitalone-logo.svg

https://5138.xg4ken.com/pixel/v1?track="1&token=%5Btoken+redacted % 5D&conversi
onType=conv&js=1

https://smetrics.capitalone.com/b/ss/caponeglobal/1/JS-2.20.0/s229468333675357A
QB=1&ndh=1&pf=1&t=13%2F9%2F2026%200%3A15%3A5%202%200&sdid=6F7A6C
C5B99DB305-47FF9309AE577701&mid=485831776080641750887545305937881224
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url-scan-report-1842dfd4-ac7f-452a-9660-0eb1ffe29735

GET htt
p/11

GET htt
p/1.1

GET htt
p/1.1

about:srcdoc

92&aamlh=9&ce=UTF-8&ns=capitalonefinancial&cdp=2&pageName=card % 3Acredi
t%20cards % 3Alanding % 20page % 3Areferrals % 20Ip&g=https % 3A % 2F % 2Fwww.capi
talone.com% 2Fcredit-cards % 2FIp % 2Freferrals % 2F % 3FreferralCode % 3D9LPCM23
C%26programCode %3D6011%26pld % 3D954078 %260C % 3DCOFR58RSsw&c.&getTi
meParting=6.3&getQueryParam=4.0&getVisitNum=4.2&.c&cc=USD&ch=card&aamb=j
80dvéLonN4r3an7LhD3WZrUTbUpAkFkkiY1ncBR96t2PTI&c1=card % 3Acredit%20car
ds&v1=8%3A15%20PMR&I1=574631%3A3%3Anull&c2=card % 3Acredit%20cards % 3Al
anding%20page&v2=Monday&c3=false&v7=New&c8=capital % 200ne&v9=null%7Cnu
[1%7Cnull%7Cnull%7Cnull % 7Cnull&v10=us&v11=english&v13=card&cl4=card % 3Acre
dit%20cards % 3Alanding % 20page % 3Areferrals % 20Ip&v14=card % 3Acredit%20card
s&v15=card % 3Acredit%20cards % 3Alanding % 20page&v17=card % 3Acredit % 20card
s%3Alanding%20page % 3Areferrals % 20Ip&v22=19&v24=sequoia_card&c40=deskto
p&v42=e306ece8-64db-4cfe-b1b5-e8d7b0f00d038&v48=4858317760806417508875
4530593788122492&c50=2.20.0&c51=87a25b1e-f947-4402-9504-1e2176d2c752&c5
2=e96e6198-0ce3-448f-bafa-624cfe982e1f&v63=1&v65=D%3Dg&c74=https % 3A %2
F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&v85=0&v100=df
4fef83-c878-4d4e-9c0f-b4beSeab5b95&v101=page_view&s=800x600&c=24&j=1.6&v
=N&k=Y&bw=800&bh=600&mcorgid=317906C354252E890A4C98BC %40AdobeOr
g&AQE=1

https://connect.facebook.net/signals/config/694517367577219?v=2.9.419&r=stable&d
omain=www.capitalone.com&hme=7459fa3e38c2784dbaf309537bed5fa7e8560fab5
fb61e53e5ffafeb46a02a9&ex_m=118%2C241%2C171%2C27 %2C82%2C83%2C16
2%2C78%2C77%2C1%2C181%2C102%2C20%2C153%2C141%2C46%2C85%2C9
0%2C149%2C176%2C183%2C8%2C4%2C5%2C7%2C6%2C3%2C103%2C115%2C
32%2C17%2C31%2C18%2C33%2C34%2C35%2C37%2C55%2C163%2C87%2C12
6%2C22%2C24%2C51%2C47%2C49%2C48%2C95%2C104%2C108%2C124%2C16
0%2C164%2C53%2C125%2C29%2C26%2C133%2C79%2C43%2C166%2C165%2C
167 %2C157%2C155%2C30%2C42%2C66%2C123%2C178%2C80%2C21%2C128%2
C93%2C76%2C23%2C97%2C98%2C130%2C96%2C151%2C150%2C154 %2C109 %2
C177%2C180%2C41%2C56%2C127%2C54%2C161%2C72%2C185%2C110%2C18
4%2C210%2C255%2C84%2C274%2C273%2C272%2C14%2C25%2C28%2C40%2
C62%2C17%2C68%2C10%2C73%2C1M1%2C112%2C113%2C119%2C144%2C38%2
C36%2C146%2C147%2C148%2C143%2C142%2C172%2C86%2C175%2C173%2C17
4%2C57%2C69%2C67 %2C137%2C19%2C179%2C52%2C324%2C325%2C326%2C
323%2C339%2C361%2C248%2C237%2C70%2C238%2C236%2C364%2C355%2
C59%2C249%2C121%2C145%2C92%2C135%2C61%2C134%2C140%2C139%2Cé
5%2C74%2C168%2C88%2C89%2C129%2C44%2C39%2C60%2C63%2C114%2C18
2%2C1%2C138%2C16%2C136%2C12%2C2%2C64%2C105%2C15%2C75%2C71%2
C132%2C101%2C100%2C187 % 2C188%2C106%2C107 %2C9%2C116%2C186%2C5
8%2C158%2C99%2C91%2C81%2C131%2C120%2C169%2C50%2C159 %2C0%2C9
4%2C152%2C156%2C170%2C45%2C122%2C13%2C189

https://googleads.g.doubleclick.net/pagead/viewthroughconversion/590247899/?ran
dom=1791850505935&cv="11&fst=1791850505935&bg=ffffffRguid=ON&async=1&en=g
tag.config&gtm=45beb6acOh2v8847613172a208zd884761317xecxf1&gcd="13I13I3I13111&
dma=0&tag_exp=115616985~115938465~115938468~118897920~118897930~12021311
6~120385423~120420415~120469145~120469153~121046263~121046271~12124602
6~121246034&u_w=800&u_h=6008&url=https % 3A % 2F % 2Fwww.capitalone.com % 2Fc
redit-cards % 2Flp % 2Freferrals % 2F % 3Freferral Code % 3D9LPCM23C % 26programCod
€%3D6011%26pld%3D954078%260C % 3DCOFR58RSsw&rcbh=0&frm=0&tiba=Refer%
20a%20Friend%20%7C % 20Credit%20Card % 20Referral % 20Program%20%7C %20
Capital%200ne&did=dYmQxMT&gdid=dYmQxMT&hn=www.googleadservices.com&
npa=0&auid=753215626.1791850506&uaa=&uab=&uafvi=&uamb=0&uam=&uap=&uap
v=&uaw=0&data=event% 3Dgtag.config&ept=9&fmt=3&fmt=4

https://www.google.com/rmkt/collect/590247899/?random=1791850505935&cv="11&f
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GET htt
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GET htt
p/1.1

GET htt
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GET htt
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GET htt
p/11

about:srcdoc

st=1791850505935&fmt=8&bg=ffffff&guid=0ON&async=1&en=gtag.config&gtm=45beé
ac0h2v884761317za208zd884761317xecxf1&gcd=13I13I313111N1&dma=0&tag_exp=115616
985~115938465~115938468~118897920~118897930~120213116~120385423~120420
415~120469145~120469153~121046263~121046271~121246026~121246034&u_w=80
0&u_h=6008&url=https%3A%2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Fr
eferrals % 2F % 3FreferralCode % 3D9LPCM23C % 26programCode % 3D6011%26pld % 3
D954078%260C % 3DCOFR58RSsw&rcb=0&frm=0&tiba=Refer%20a%20Friend%20%
7C%20Credit%20Card % 20Referral % 20Program %20%7C % 20Capital % 200ne&did =
dYmQxMT&gdid=dYmQxMT&hn=www.googleadservices.com&npa=0&auid=7532156
26.1791850506&uaa=&uab=&uafvi=&uamb=0&uam=&uap=&uapv=&uaw=0~&data=eve
nt%3Dgtag.config&ept=68&gcp=5

https://www.googletagmanager.com/gtag/js?id=G-QM8K5J3858&cx=c&gtm=4ebac0
h2

https://www.googletagmanager.com/gtag/js?id=DC-806653&cx=c&gtm=4eb6ac0Oh2

https://www.googletagmanager.com/gtag/js?id=DC-4338092&cx=c&gtm=4ebéacOh2

https://www.googletagmanager.com/gtag/js?id=DC-6361220&cx=c&gtm=4eb6ac0h2

https://www.googletagmanager.com/gtag/js?id=DC-8591251&cx=c&gtm=4ebac0Oh2

https://www.googletagmanager.com/gtag/js?id=DC-8295944&cx=c&gtm=4eb6ac0Oh2

https://www.googletagmanager.com/gtag/js?id=DC-9710467&cx=c&gtm=4eb6ac0Oh2

https://www.googletagmanager.com/gtag/js?id=DC-10150889&cx=c&gtm=4e6ac0Oh2
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GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/11

POST h
ttp/1.1

POST h
ttp/1.1

GET htt
p/1.1

about:srcdoc

https://www.googletagmanager.com/gtag/js?id=DC-6415190&cx=c&gtm=4e6acOh2

https://www.googletagmanager.com/gtag/js?id=DC-11227807&cx=c&gtm=4ebacOh2

https://www.googletagmanager.com/gtag/js?id=DC-12615026&cx=c&gtm=4e6acOh2

https://www.googletagmanager.com/gtag/js?id=DC-14564336&cx=c&gtm=4ebacOh2

https://www.google.com/ccm/collect?rcb=0&frm=0&apvc=1&auid=753215626.179185
0506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Progr
am%20%7C%20Capital % 200ne&tid=AW-590247899&en=page_view&dl=https %3
A%2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F % 3FreferralC
0de%3D9LPCM23C % 26programCode%3D6011%26pld%3D954078%260C % 3DCOF
R58RSsw&scrsrc=www.googletagmanager.com&rnd=2031194794.1791850506&navt=
n&npa=0&did=dYmQxMT&gdid=dYmQxMT&gtm=45bebacO0h2v884761317z2a208zd88
4761317xecxf1&gcd=13I313I3I111&dma=0&tag_exp=115616985~115938465~1159384 68~
118897920~118897930~120213116~120385423~120420415~120469145~120469153~1
21046263~121046271~121246026~121246034&tft=1791850505974&tfd=3737&tids=A
W-590247899&fmt=8

https://ad.doubleclick.net/ccm/s/collect?auid=753215626.1791850506&gtm=45bebac
0h2v8847613172a208zd884761317xecxf1&fmt=8

https://www.facebook.com/tr/?id=694517367577219&ev=PageView&dl=https % 3A %2
F%2Fwww.capitalone.com&rl=&if=false&ts=1791850506036&iw=false&sw=8008&sh=6
008v=2.9.4198&r=stable&a=tmtealium&ec=0&0=12316&aems=0%3B0&fbp=fb.1.179185
0506034.593660620793140253&pm=1&hrl=ff96f3&ler=empty&plt=714.40000000002
33&ups[pv]=%7B%7D&ups[rpv]=%7B%7D&it=1791850505864&coo=false&eid=756b
0036bfd788bbc131338355116282&tm=1&cs_cc=1&cas=28246554281651804%2C251
39109872404212&cdI=&pm_metadata=%7B%22cd %22 % 3Atrue % 7D&dIc=1&expv2[
0]=pl1&expv2[1]=el3&expv2[2]=bc1&expv2[3]=ra0&expv2[4]=rp0&expv2[5]=ct3&exp
v2[6]=hf1&expv2[7]=sd1&expv2[8]=sp1&expv2[9]=ek1&expv2[10]=pcl&expv2[11]=gs
1&expv2[12]=zs1&expv2[13]=cpl&expv2[14]=es1&expv2[15]=aci&expv2[16]=s01&expv
2[17]=wc1&expv2[18]=la1&expv2[19]=sf1&expv2[20]=dal&expv2[21]=io1&expv2[22]=a
e1&expv2[23]=sx1&expv2[24]=if1&expv2[25]=fd1&expv2[26]=bg1&expv2[27]=mg1&e
xpv2[28]=kl1&expv2[29]=sg1&expv2[30]=mk1&expv2[31]=sn1&expv2[32]=ecl&expv
2[33]=mp1&expv2[34]=psi&expv2[35]=fx1&expv2[36]=vi1&expv2[37]=dpl&expv2[3
8]=fw1&expv2[39]=cn1&expv2[40]=tz1&expv2[41]=pel&expv2[42]=eel&expv2[43]=b
ul&expv2[44]=tal&expv2[45]=ot1&expv2[46]=hv1&expv2[47]=ep1&expv2[48]=rh0&e
Xpv2[49]=ah0&rgm=GET
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POST h
ttp/1.1

POST h
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GET htt
p/11

POST h
ttp/1.1

about:srcdoc

https://potomac-clickstream.capitalone.com/com.snowplowanalytics.snowplow/tp2

https://www.google-analytics.com/g/collect?v=2&tid=G-QM8K5J3858&gtm=45jebac
0h2v8901667752za200zb8847613172d884761317xf1&_p=1791850503776&gcd=1313I3I3
M1&npa=0&dma=0&gdid=dYmQxMT&are=1&cid=74085132.1791850506&frm=0&ngs=
1&pscdl=&rcb=6&sr=800x600&uaa=&uab=8&uafvi=&uam=&uamb=08&uap=8&uapv=_~&ua
w=0&ul=en-us&_s=1&tag_exp=115616985%7E115938465%7E115938469 % 7E11889792
0%7E118897930%7E120213116%7E120385422 %7E120469145%7E120469153%7E121
046263%7E121046271%7E121246026%7E121246034&dt=Capital+One&dI=https % 3
A%2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F % 3FreferralC
0de%3D9LPCM23C%26programCode %3D6011%26pld % 3D954078%260C % 3DCOF
R58RSsw&sid=1791850503251&sct=1&seg=0&en=page_view&_fv=1&_nsi=1&_ss=1&_e
e=1&ep.lob_identifier=sequoia_card&ep.global_visitor_id=01a1329cdc52000fe8cd22c
be4600506f007506700590&ep.event_name=page_view&ep.page_name=Capital+On
e&ep.page_url=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Fre
ferrals% 2F % 3FreferralCode % 3D9LPCM23C % 26programCode % 3D6011% 26pld % 3D
954078%260C%3DCOFR58RSsw&ep.global_privacy_control=0&ep.onetag_client_id
=%5Bep.onetag_client_id+redacted % 5D&ep.user_agent_string=Mozilla%2F5.0+ %28
Windows+NT+10.0%3B+Win64%3B+x64%29+AppleWebKit%2F537.36+%28KHTM
L%2C+like+Gecko%29+Chrome %2F119.0.0.0+Safari % 2F537.36&ep.platform=web&e
p.onetag_session_id=%5Bep.onetag_session_id+redacted % 5D&ep.timestamp=2026-
10-13T00%3A15%3A05.489Z&ep.client_timestamp=2026-10-13T00% 3A15%3A05.48
9Z&ep.user_timezone_offset=%2B0&ep.page_language=english&ep.page_level_l1=car
d&ep.page_level_2=credit+cards&ep.page_level_3=landing+page&ep.page_level_4=re
ferrals+lp&ep.onetag_event_id=df4fef83-c878-4d4e-9c0f-b4be5eab5b95&ep.app_id
=sequoia_card&ep.potomac_standard=legacy&tfd=3998

https://www.google.com/pagead/1p-user-list/590247899/?random=1791850505935&
cv="11&fst=1791849600000&bg =ffffff&guid=ON&async=1&en=gtag.config&gtm=45be6
ac0h2v884761317za208zd884761317xecxf1&gcd=13I3131311M1&dma=08&tag_exp=115616
985~115938465~115938468~118897920~118897930~120213116~120385423~120420
415~120469145~120469153~121046263~121046271~121246026~121246034&u_w=80
0&u_h=600&url=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Fr
eferrals % 2F % 3FreferralCode % 3D9LPCM23C % 26programCode % 3D6011%26pld % 3
D954078%260C%3DCOFR58RSsw&rcb=0&frm=0&tiba=Refer%20a%20Friend %20 %
7C%20Credit%20Card % 20Referral % 20Program %20 %7C % 20Capital % 200ne&did=
dYmQxMT&gdid=dYmQxMT&hn=www.googleadservices.com&npa=0&auid=7532156
26.1791850506&uaa=&uab=&uafvi=&uamb=0&uam=&uap=&uapv=&uaw=0&data=eve
nt%3Dgtag.config&ept=9&rfmt=3&fmt=3&is_vtc=1&cid=CAQSOWEAQM4h3BDDrdRys
PMRmMé68uuclq60o1BY409m-VkvI1TSxW10RXzk6hSqoxc-08d3YjyRdhQqgeytixcDhIZFM7
HeMhOYibK_EBSzBObXNw8RziINMN7RAZC8Lv3YpSiYeiSDPn9VbavzHjRbLTGYp9JrL
W1nUSwIF3ExOKWBSIgjh_v6Me_3Db-gYb?FjXrYhqOa_TH_IATkws6x31t2YOlwmjhluLeq
SKdyZfEQmIpCOtoHdyYR6Q8PGOD_CImiiVfOiuuBWc7krFNI2psAzPgoLIUV5K&rando
m=2882760158&rmt_tld=0&ipr=y

https://www.google.com/ccm/collect?rcb=6&frm=0&apvc=0&auid=753215626.179185
0506&dt=Refer%20a% 20Friend%20%7C %20Credit%20Card % 20Referral % 20Progr
am%20%7C%20Capital %200ne&tid=DC-6361220&en=page_view&d|=https % 3A %2
F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45feb6ac0h2v91901137122a208zb8847613172d884761317xecxf1&gcd=131313I3I
M&dma=0&tag_exp=115938465~115938469~118897920~118897930~120213116~1203
85422~120469145~120469153~121046263~121046271~121246026~121246034~1232
35077&tft=1791850506386&tfd=4148&tids=DC-6361220&fmt=8

https://www.google.com/ccm/collect?rcb=17&frm=0&apvc=0&auid=753215626.17918
50506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Prog

200

204

200

200

10/12/26, 7:21PM

text/
plain

text/
plain

imag
e/qgif

text/
plain

Page 17 of 44



url-scan-report-1842dfd4-ac7f-452a-9660-0eb1ffe29735

POST h
ttp/1.1

POST h
ttp/1.1

POST h
ttp/1.1

POST h
ttp/1.1

POST h
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POST h
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about:srcdoc

ram%20%7C%20Capital % 200ne&tid=DC-9710467&en=page_view&dl=https % 3A %2
F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45feb6ac0h2v9190696404za208zb8847613172d884761317xecxf1&gcd=13I313|
3IMM&dma=0&tag_exp=115938465~115938468~118897920~118897930~120213116~120
385422~120420414~120469145~120469153~121046263~121046271~121246026~121
246034&tft=1791850506423&tfd=4185&tids=DC-9710467&fmt=8

https://www.google.com/ccm/collect?rcb=3&frm=0&apvc=08&auid=753215626.179185
0506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Progr
am%20%7C%20Capital%200ne&tid=DC-8591251&en=page_view&dl=https % 3A %2

F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45fe6ac0h2v9190201130za208zb8847613172d884761317xecxf1&gcd=13I313I3
MM&dma=0&tag_exp=115616985~115938465~115938469~118897920~118897930~1202
13116~120385423~120469145~120469153~121046263~121046271~121246026~12124
6034&tft=1791850506458&tfd=4221&tids=DC-8591251&fmt=8

https://www.google.com/ccm/collect?rcb=2&frm=0&apvc=08&auid=753215626.179185
0506&dt=Refer%20a% 20Friend%20%7C %20Credit%20Card % 20Referral % 20Progr
am%20%7C%20Capital%200ne&tid=DC-806653&en=page_view&dl=https % 3A %2

F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45feb6ac0h2v9190519503za208zb8847613172d884761317xecxf1&gcd=131313I3
MN&dma=0&tag_exp=115616986~115938465~115938469~118897920~118897930~1202
13116~120385423~120469145~120469153~121046263~121046271~121246026~12124
6034&tft=1791850506496&tfd=4258&tids=DC-806653&fmt=8

https://www.google.com/ccm/collect?rcb=10&frm=0&apvc=0&auid=753215626.17918
50506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card %20Referral % 20Prog
ram%20%7C%20Capital % 200ne&tid=DC-8295%944&en=page_view&dl=https % 3A %2
F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45feb6ac0h2v9190956854za208zb8847613172d884761317xecxf1&gcd=13I3I3|
3IMM&dma=0&tag_exp=115616986~115938465~115938469~118897920~118897930~119
404696~120213116~120385423~120420415~120469145~120469153~121046263~121
046271~121246026~121246034&1ft=1791850506536&tfd=4299&tids=DC-829594 4&f
mt=8

https://www.google.com/ccm/collect?rcb=14&frm=08&apvc=08&auid=753215626.17918
50506&dt=Refer%20a%20Friend %20 %7C %20Credit%20Card % 20Referral % 20Prog
ram%20%7C %?20Capital % 200ne&tid=DC-43380928&en=page_view&dI=https % 3A %2
F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45feb6ac0h2v91901726612a2082b8847613172d884761317xecxf1&gcd=13I31313|
M&dma=0&tag_exp=115616985~115938465~115938468~118897920~118897930~1202
13116~120385422~120469145~120469153~121046263~121046271~121246026~12124
6034&tft=1791850506574&tfd=4336&tids=DC-4338092&fmt=8

https://www.google.com/ccm/collect?rcb=12&frm=0&apvc=0&auid=753215626.17918
50506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Prog
ram%20%7C %20Capital % 200ne&tid=DC-10150889&en=page_view&dl=https % 3A %
2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F&scrsrc=www.g
oogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=0&gdid=dYmQxM
T&gtm=45fe6acOh2v9190847798za208zb884761317zd884761317xecxf1&gcd=13I3I3I
3IMM&dma=0&tag_exp=115938465~115938468~118897920~118897930~120213116~120
385422~120469145~120469153~121046263~121046271~121246026~121246034&tft=
1791850506609&tfd=4371&tids=DC-10150889&fmt=8

200

200

200

200

200

200

10/12/26, 7:21PM

text/
plain

text/
plain

text/
plain

text/
plain

text/
plain

text/
plain
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POST h
ttp/1.1

POST h
ttp/1.1

POST h
ttp/1.1

POST h
ttp/1.1

https://www.google.com/ccm/collect?rcb=1&frm=0&apvc=0&auid=753215626.179185
0506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Progr
am%20%7C%20Capital % 200ne&tid=DC-12615026&en=page_view&dl=https % 3A %2
F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45fe6ac0h2v9190078909za208zb8847613172d884761317xecxf1&gcd=13I313|
3IMM&dma=0&tag_exp=115938465~115938469~118897920~118897930~120213116~120
385422~120469145~120469153~121046263~121046271~121246026~121246034&tft=
1791850506683&tfd=4446&tids=DC-12615026&fmt=8

https://www.google.com/ccm/collect?rcb=14&frm=0&apvc=08&auid=753215626.17918
50506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card %20Referral % 20Prog
ram%20%7C%20Capital % 200ne&tid=DC-14564336&en=page_view&dl=https % 3A%
2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F&scrsrc=www.g
oogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45fe6ac0h2v9184262918za208zb8847613172d884761317xecxf1&gcd=13I131313
MM&dma=0&tag_exp=115616985~115938465~115938468~118897920~118897930~120
213116~120385422~120469145~120469153~121046263~121046271~121246026~1212
46034&tft=17918505067158&tfd=4477&tids=DC-14564336&fmt=8

https://www.google.com/ccm/collect?rcb=8&frm=0&apvc=0&auid=753215626.179185
0506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Progr
am%20%7C%20Capital%200ne&tid=DC-6415190&en=page_view&dl=https % 3A %2

F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45feb6ac0h2v91899430192a208zb8847613172d884761317xecxf1&gcd=13I313I3
MM&dma=0&tag_exp=115616986~115938465~115938469~118897920~118897930~1202
13116~120385423~120469145~120469153~121046263~121046271~121246026~12124
6034&tft=1791850506758&tfd=4521&tids=DC-6415190&fmt=8

https://www.google.com/ccm/collect?rcb=14&frm=0&apvc=08&auid=753215626.17918
50506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card %20Referral % 20Prog
ram%20%7C%20Capital %200ne&tid=DC-11227807&en=page_view&dl=https % 3A %2
F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.go
ogletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxM
T&gtm=45feb6ac0h2v9190493658za208zb8847613172d884761317xecxf1&gcd=13I313|
3IMM&dma=0&tag_exp=115616985~115938465~115938469~118897920~118897930~120
213116~120385423~120469145~120469153~121046263~121046271~121246026~1212
46034&tft=1791850506789&tfd=4552&tids=DC-11227807&fmt=8

DNS records: 8 found

Name

www.capitalone.com

emwp-prod-controller.d16207fcé1.capitalonegslbe  CNAM

Type Content

E x.com.

www.capitalone.com.edgekey.net.

x.com E

www.capitalone.com.edgekey.net ENAM e64599.a.akamaiedge.net.
€64599.a.akamaiedge.net A 2311.207.230
e64599.a.akamaiedge.net A 2311.207.229

about:srcdoc

200

200

200

200

10/12/26, 7:21PM

text/
plain

text/
plain

text/
plain

text/
plain

CNAM  emwp-prod-controller.d16207fcé1.capitalonegsibe
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www.capitalone.com

emwp-prod-controller.d16207fcé1.capitalonegslbe
X.com

www.capitalone.com.edgekey.net

about:srcdoc

CNAM

CNAM

CNAM

10/12/26, 7:21PM

emwp-prod-controller.d16207fcé1.capitalonegslbe

X.com.

www.capitalone.com.edgekey.net.

€64599.a.akamaiedge.net.
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Behavior

JavaScript variables

Cookies

Cookies: 24 found

Name

_ga
_fbp

AMCVS_317906C354252E890A4C98BC%40Ad
obeOrg

_gcl_au
s_ivc
_sp_id.73e1
utag_main
_ot_ses
mbox
s_cc
s_vhcm
at_check
s_nr

_ot

AMCV_317906C354252E890A4C98BC%40Ado
beOrg

gpv_p4
_sp_ses.73el
TLTSID
_ot_id

_ga_QM8K5J3858

akacd_Card_WWW_PROD_PR

mboxEdgeCluster

TLTUID

about:srcdoc

285 Console log messages

24 Links

Domain

.capitalone.com

.capitalone.com

.capitalone.com

.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com

.capitalone.com

.capitalone.com

.capitalone.com
.capitalone.com
.capitalone.com
.capitalone.com

.capitalone.com

www.capitalone.c

om
.capitalone.com

.capitalone.com

Path

Secure

No

No

No

No

No

Yes

No

Yes

No

No

No

No

No

Yes

No

No

Yes

Yes

Yes

No

Yes

No

Yes

10/12/26, 7:21PM

40

HTTP
only

No

No

No

No
No
No
No
No
No
No
No
No
No

No

No

No
No
No
No

No

No

No

No
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10/12/26, 7:21PM

experimentation www.capitalone.c  /credit-cards/Ip/refer  No No

om rals

Console log messages: 40 found

Type

deb
ug

error

error

error

error

error

error

error

error

error

about:srcdoc

Text

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#40 undefined

Access to fetch at 'https://onetms.capitalone.com/ot/nid?id=e306ece
8-64db-4cfe-b1b5-e8d7b0f00d03' from origin 'https://www.capitalon
e.com' has been blocked by CORS policy: Request header field signat
ure is not allowed by Access-Control-Allow-Headers in preflight respo
nse.

Failed to load resource: net::ERR_FAILED

Access to font at 'https://ecm.capitalone.com/chariot-assets/gravity-a
ssets/fonts/variable-fonts/WOFF2/PremiumSerifVF_It_W_Wght.woff2'
from origin 'https://www.capitalone.com' has been blocked by CORS
policy: Response to preflight request doesn't pass access control che
ck: It does not have HTTP ok status.

Failed to load resource: net::ERR_FAILED

Access to font at 'https://ecm.capitalone.com/chariot-assets/gravity-a
ssets/fonts/variable-fonts/WOFF2/PremiumSerifVF_W_Wght.woff2' fro
m origin 'https://www.capitalone.com' has been blocked by CORS poli
cy: Response to preflight request doesn't pass access control check: |
t does not have HTTP ok status.

Failed to load resource: net::ERR_FAILED

Access to fetch at 'https://onetms.capitalone.com/ot/nid?id=e306ece
8-64db-4cfe-b1b5-e8d7b0f00d03' from origin 'https://www.capitalon
e.com' has been blocked by CORS policy: Request header field signat
ure is not allowed by Access-Control-Allow-Headers in preflight respo
nse.

Failed to load resource: net::ERR_FAILED

Access to XMLHttpRequest at 'https://smetrics.capitalone.com/id?d_vi
sid_ver=4.5.2&d_fieldgroup=MC&mcorgid=317906C354252E890A4C9
8BC%40AdobeOrg&ts=1791850503774"' from origin 'https://www.capi
talone.com' has been blocked by CORS policy: Request header field si

URL

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://onetms.capitalone.com/o
t/nid?id=e306ece8-64db-4cfe-
b1b5-e8d7b0f00d03

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://ecm.capitalone.com/char
iot-assets/gravity-assets/fonts/v
ariable-fonts/WOFF2/PremiumsS
erifVF_It_W_Wght.woff2

https://www.capitalone.com/cre
dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://ecm.capitalone.com/char
iot-assets/gravity-assets/fonts/v
ariable-fonts/WOFF2/PremiumsS
erifVF_W_Wght.woff2

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://onetms.capitalone.com/o
t/nid?id=e306ece8-64db-4cfe-
b1b5-e8d7b0f00d03

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=
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error

log

error

error

deb
ug

deb
ug

deb
ug

deb
ug

deb
ug

deb
ug

about:srcdoc

gnature-agent is not allowed by Access-Control-Allow-Headers in pre
flight response.

Failed to load resource: net::ERR_FAILED

cMAB Parser Injected

Access to script at 'https://js-agent.newrelic.com/nr-spa-1.278.3.min.j
s' from origin 'https://www.capitalone.com' has been blocked by COR
S policy: Response to preflight request doesn't pass access control ch
eck: It does not have HTTP ok status.

Failed to load resource: net::ERR_FAILED

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#27 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

10/12/26, 7:21PM

6011&pld=954078&0C=COFR58
RSsw

https://smetrics.capitalone.com/
id?d_visid_ver=4.5.2&d_fieldgrou
p=MC&mcorgid=317906C35425
2E890A4C98BC%40AdobeOr
g&ts=1791850503774

https://www.capitalone.com/ass
ets/shell/optimizely/s/card_thesi
te.js

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

601&pld=954078&0C=COFR58

RSsw

https://js-agent.newrelic.com/nr
-spa-1.278.3.min.js

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=95407820C=COFR58

RSsw

https://www.capitalone.com/cre
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deb
ug

deb
ug

deb
ug

deb
ug

error

error

error

error

error

error

deb

about:srcdoc

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#20 JSHandle@error

Access to XMLHttpRequest at 'https://smetrics.capitalone.com/id?d_vi
sid_ver=4.5.2&d_fieldgroup=A&mcorgid=317906C354252E890A4C98

BC%40AdobeOrg&mid=485831776080641750887545305937881224

92&ts=1791850504453' from origin 'https://www.capitalone.com' has

been blocked by CORS policy: Request header field signature-agent is
not allowed by Access-Control-Allow-Headers in preflight response.

Failed to load resource: net::ERR_FAILED

Access to XMLHttpRequest at 'https://api-an.capitalone.com/private/2
1753/determine-pid' from origin 'https://www.capitalone.com' has bee
n blocked by CORS policy: Response to preflight request doesn't pass
access control check: No 'Access-Control-Allow-Origin' header is pre
sent on the requested resource.

Failed to load resource: net::ERR_FAILED

Access to script at 'https://js-agent.newrelic.com/nr-spa-1.278.3.min.j
s' from origin 'https://www.capitalone.com' has been blocked by COR
S policy: Response to preflight request doesn't pass access control ch
eck: It does not have HTTP ok status.

Failed to load resource: net::ERR_FAILED

New Relic Warning: https://github.com/newrelic/newrelic-browser-age

10/12/26, 7:21PM

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=
6011&pld=95407820C=COFR58
RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=95407820C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=95407820C=COFR58

RSsw

https://smetrics.capitalone.com/
id?d_visid_ver=4.5.2&d_fieldgrou
p=A&mcorgid=317906C354252
E890A4C98BC %40AdobeOrg&
mid=4858317760806417508875
4530593788122492&ts=179185
0504453

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

6011&pld=954078&0C=COFR58

RSsw

https://api-an.capitalone.com/pr
ivate/21753/determine-pid

https://www.capitalone.com/cre

dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=

601&pld=954078&0C=COFR58

RSsw

https://js-agent.newrelic.com/nr
-spa-1.278.3.min.js

https://www.capitalone.com/cre
dit-cards/Ip/referrals/?referralCo
de=9LPCM23C&programCode=
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ug

deb
ug

deb
ug

deb
ug
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nt/blob/main/docs/warning-codes.md#34 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#34 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#34 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#34 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#34 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#34 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#34 JSHandle@error

New Relic Warning: https://github.com/newrelic/newrelic-browser-age
nt/blob/main/docs/warning-codes.md#34 JSHandle@error

Access to XMLHttpRequest at 'https://logx.optimizely.com/v1/events' f
rom origin 'https://www.capitalone.com' has been blocked by CORS p
olicy: Request header field signature-agent is not allowed by Access-
Control-Allow-Headers in preflight response.

Failed to load resource: net::ERR_FAILED

10/12/26, 7:21PM
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Indicators

IPs (23)

104.18.65.57, 142.251.108.139, 142.251.156.119, 142.251.218.102, 142.251.218.66, 142.251.219168, 162.247.243.39, 23.11.2
07.228, 23.11.207.230, 3.168.86.75, 34.238.237.216, 34.49.241.189, 35.160.10.97, 44.233.60.232, 44.237.243.129, 52.52.1
8.113, 54.191.181.192, 54.68.206.135, 57.144.220.1, 57.144.220.128, 63.140.36.165, 63.140.36.210, 65.8.180.72

Domains (23)

5138.xg4ken.com, a27988430061.cdn.optimizely.com, ad.doubleclick.net, api-an.capitalone.com, capitaloneservice
s.demdex.net, capitaloneservices.tt.omtrdc.net, card-apis.capitalone.com, cm.everesttech.net, connect.facebook.ne
t, dpm.demdex.net, ecm.capitalone.com, googleads.g.doubleclick.net, i.capitalone.com, js-agent.newrelic.com, logx.
optimizely.com, onetms.capitalone.com, potomac-clickstream.capitalone.com, smetrics.capitalone.com, www.capita
lone.com, www.facebook.com, www.google-analytics.com, www.google.com, www.googletagmanager.com

URLs (132)

https://i.capitalone.com/JZEmv3Rsl, https://www.capitalone.com/credit-cards/Ip/referrals/?referralCode=9LPCM23
C&programCode=6011&pld=954078&0C=COFR58RSsw, https://ecm.capitalone.com/chariot-assets/gravity-assets/fo
nts/variable-fonts/WOFF2/PremiumSerifVF_It_W_Wght.woff2, https://ecm.capitalone.com/chariot-assets/gravity-ass
ets/fonts/variable-fonts/WOFF2/PremiumSerifVF_W_Wght.woff2, https://www.capitalone.com/assets/enterprise/font
s/Optimist_W_XLt.woff2, https://www.capitalone.com/assets/enterprise/fonts/Optimist_W_Lt.woff2, https://www.capi
talone.com/assets/enterprise/fonts/Optimist_W_SBd.woff2, https://www.capitalone.com/assets/enterprise/fonts/Opti
mist_W_Rg.woff2, https://www.capitalone.com/assets/shell/manifest.json, https://www.capitalone.com/assets/shell/
card/scripts/card-es2015.6d6a57dée6fb451e.js, https://www.capitalone.com/assets/shell/card/scripts/runtime.ed27e
a7c30e1348a.js, https://www.capitalone.com/assets/shell/card/styles/card-styles.691413a5d65a54a5.css, https://w
ww.capitalone.com/assets/shell/adobe/visitorAPL.js, https://www.capitalone.com/assets/shell/styles.8cbe76847ff6b6
79.css, https://www.capitalone.com/assets/shell/grv-shr-lib-styles.d53af212a21f6d13.css, https://www.capitalone.co
m/assets/shell/grv-tw-lib-styles.5a9fd84be76772b3.css, https://www.capitalone.com/assets/shell/optimizely/s/card_
thesite.js, https://www.capitalone.com/assets/shell/runtime.ad5f86877cdcle4l.js, https://www.capitalone.com/asset
s/shell/polyfills.4d8f58ba0fcd8911.js, https://www.capitalone.com/assets/shell/main.7c227eb490189c98.js, https://o
netms.capitalone.com/ot/nid?id=e306ece8-64db-4cfe-b1b5-e8d7b0f00d03, https://dpm.demdex.net/id?d_visid_ver
=4.5.2&d_fieldgroup=MC&d_rtbd=json&d_ver=2&d_verify=1&d_orgid=317906 C354252E890A4C98BC %40AdobeOr
g&d_nsid=0&ts=1791850502871, https://www.capitalone.com/assets/enterprise/deviceType/c1SiteVars.js, https://ww
w.capitalone.com/assets/shell/adobe/at.js, https://onetms.capitalone.com/ot/ot.js, https://www.capitalone.com/asset
s/shell/1284.6f5a96e112dee881.js, https://www.capitalone.com/assets/shell/9127.e274a1497177e04a.js, https://www.
capitalone.com/assets/shell/6064.f89044918df326e6.js, https://www.capitalone.com/assets/shell/7733.0abc279623
068843.js, https://www.capitalone.com/assets/shell/3239.55c22be55905bd0f.js, https://www.capitalone.com/asset
s/shell/common.310e5bf4f304812f.js, https://www.capitalone.com/assets/shell/7559.5be042bbf91802ac.js, https://w
ww.capitalone.com/assets/shell/411.56ef086874823dc5.js, https://www.capitalone.com/assets/shell/4797.7f0004a5
20387512.js, https://www.capitalone.com/assets/shell/189.7f449fb5719a1103.]s, https://www.capitalone.com/assets/s
hell/281.7efd8c60c10d4e0e.js, https://www.capitalone.com/assets/shell/9204.55236dfd4c41d671.js, https://www.ca
pitalone.com/assets/shell/9750.5d2d7d07266a4a5f.js, https://www.capitalone.com/assets/shell/8133.ec8262a21bb15
d2d.js, https://www.capitalone.com/assets/shell/6823.af876762c72463fc.js, https://www.capitalone.com/assets/shel
1/3030.db6859719bdbédc4.js, https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.js, https://www.capi
talone.com/assets/shell/card/scripts/7140.blaabfce36288edd.js, https://www.capitalone.com/assets/shell/card/scrip
ts/9020.cef2044c84e011aa.js, https://onetms.capitalone.com/potomac/2.18.2/sp.js, https://onetms.capitalone.com/u
tag/capitalone/sequoia/prod/utag.413.js?utv=ut4.48.202609212048, https://dpm.demdex.net/id/rd?d_visid_ver=4.5.
2&d_fieldgroup=MC&d_rtbd=json&d_ver=2&d_verify=1&d_orgid=317906C354252E890A4C98BC %40AdobeOrg&d_n

about:srcdoc Page 26 of 44



url-scan-report-1842dfd4-ac7f-452a-9660-0eb1ffe29735 10/12/26, 7:21PM

sid=0&ts=1791850502871, https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.209.js?utv=ut4.48.202
606292121, https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.212.js?utv=ut4.48.202609302100, htt
ps://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.215.js?utv=ut4.48.202609241902, https://onetms.ca
pitalone.com/utag/capitalone/sequoia/prod/utag.218.js?utv=ut4.48.202608191601, https://onetms.capitalone.com/ut
ag/capitalone/sequoia/prod/utag.230.js?utv=ut4.48.202609301452, https://onetms.capitalone.com/utag/capitalone/
sequoia/prod/utag.234.js?utv=ut4.48.202609162117, https://onetms.capitalone.com/utag/capitalone/sequoia/prod/ut
ag.241.js?utv=ut4.48.202609241902, https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.255.js?utv=
ut4.48.202604231834, https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.323.js?utv=ut4.48.202509
291953, https://onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.380.js?utv=ut4.48.202509291953, https://
onetms.capitalone.com/utag/capitalone/sequoia/prod/utag.429.js?utv=ut4.48.202607081624, https://card-apis.capit
alone.com/protected/149354/product/?id=ALL&channel=UNS&v=f8a7d67202184e38640423804fb67045230adeb?,
https://www.capitalone.com/assets/shell/card/scripts/1303.4a8dacfe24d295e9.js, https://smetrics.capitalone.com/i
d?d_visid_ver=4.5.2&d_fieldgroup=MC&mcorgid=317906C354252E890A4C98BC % 40AdobeOrg&ts=1791850503774,
https://www.capitalone.com/assets/shell/page_models/card/resourceapi/credit-cards/Ip/referrals.json, https://js-age
nt.newrelic.com/nr-spa-1.278.3.min.js, https://www.capitalone.com/assets/shell/favicon.ico, https://api-an.capitalon
e.com/private/21753/determine-pid, https://smetrics.capitalone.com/id?d_visid_ver=4.5.2&d_fieldgroup=A&mcorgid=
317906C354252E890A4C98BC % 40AdobeOrg&mid=485831776080641750887545305937881224928&ts=179185050
4453, https://a27988430061.cdn.optimizely.com/client_storage/a27988430061.html, https://dpm.demdex.net/id?d_vi
sid_ver=4.5.2&d_fieldgroup=AAM&d_rtbd=json&d_ver=2&d_orgid=317906C354252E890A4C98BC %40AdobeOrg&d_
nsid=0&d_mid=485831776080641750887545305937881224928&ts=1791850504602, https://capitaloneservices.dem
dex.net/dest5.html?d_nsid=0#https % 3A % 2F % 2Fwww.capitalone.com, https://cm.everesttech.net/cm/dd?d_uuid=4
8567199785744878348751875496119631874, https://capitaloneservices.tt.omtrdc.net/rest/v1/delivery?client=capitalo
neservices&sessionld=f7eae0dc00f940d5836debe20006ecad&version=2.3.0, https://dpm.demdex.net/ibs:dpid=41
1&dpuuid=as14CQAAABIEgAZB, https://dpm.demdex.net/demconf.jpg?et:ibs % 7cdata:dpid=411&dpuuid=as14CQAAA
B1EQAZB, https://www.capitalone.com/assets/shell/consent-banner/consent-banner.json, https://www.capitalone.co
m/assets/enterprise/geo/location.json, https://www.capitalone.com/assets/shell/page_models/card/resourceapi/cre
dit-cards/Ip/referrals/general-cards.json, https://www.capitalone.com/assets/shell/8878.6d06802720f94015.js, http
s://www.capitalone.com/assets/shell/8775.0a023¢c9d9776d888.js, https://www.capitalone.com/assets/shell/6986.78
8f6693336ch341.js, https://www.capitalone.com/assets/shell/9443.ddd752abd86796€3.js, https://www.capitalone.c
om/assets/shell/3202.8e075fe2e9c5¢c5b5.js, https://www.capitalone.com/assets/shell/2268.8676fdd10936e0e9.js, ht
tps://www.capitalone.com/assets/shell/8353.6be5ac69debb7a74.js, https://potomac-clickstream.capitalone.com/co
m.snowplowanalytics.snowplow/tp2, https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/uni
versal-navigation-copyright.json, https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/univer
sal-navigation-search.json, https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/universal-na
vigation-footer.json, https://www.capitalone.com/assets/shell/nav_models/navigation/navigation/universal-navigation
-header.json, https://www.googletagmanager.com/gtag/js?id=AW-590247899, https://connect.facebook.net/en_US/f
bevents.js, https://onetms.capitalone.com/kenshoo/0.0.1/kenshoo.js?cid=bd50eblc-9ea8-4752-88fb-1ffe96bc3f11, h
ttps://onetms.capitalone.com/yahoo/1.13.1/ytc.js, https://ecm.capitalone.com/WCM/card/icons/referrals/card-icon-su
ccessl.svg, https://ecm.capitalone.com/WCM/card/products/Ip_referrals_general-cards_stacked.png, https://ecm.ca
pitalone.com/WCM/card/icons/referrals/card-icon-search.svg, https://ecm.capitalone.com/WCM)/card/icons/referral
s/card-icon-security-approval.svg, https://ecm.capitalone.com/WCM/card/icons/referrals/card-icon-credit.svg, http
s://logx.optimizely.com/v1/events, https://www.capitalone.com/assets/shell/card/images/capitalone-logo.svg, http
s://5138.xg4ken.com/pixel/v1?track=1&token=bd50ebl1c-9ea8-4752-88fb-1ffe96bc3f11&conversionType=conv&js=1,
https://smetrics.capitalone.com/b/ss/caponeglobal/1/JS-2.20.0/s22946833367535?AQB=1&Nndh=1&pf=1&t=13%2F
9%2F2026%200%3A15%3A5%202%200&sdid=6F7A6CC5B99DB305-47FF9309AE577701&mid=485831776080641
75088754530593788122492&aamlh=9&ce=UTF-8&ns=capitalonefinancial&cdp=28&pageName=card % 3Acredit%20
cards%3Alanding%20page % 3Areferrals % 20lp&g=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2F|
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p % 2Freferrals % 2F % 3FreferralCode % 3D9LPCM23C % 26programCode % 3D6011% 26pld % 3D954078 % 260C % 3DCO
FR58RSsw&c.&getTimeParting=6.3&getQueryParam=4.0&getVisitNum=4.2&.c&cc=USD&ch=card&aamb=j80dvéLon
N4r3an7LhD3WZrU1bUpAkFkkiYIncBR96t2PTI&c1=card % 3Acredit%20cards&v1=8%3A15%20PM&I1=574631%3A
3%3Anull&c2=card%3Acredit%20cards % 3Alanding % 20page&v2=Monday&c3=false&v7=New&c8=capital % 200n
e&v9=null%7Cnull%7Cnull%7Cnull%7Cnull%7Cnull&10=us&v11=english&v13=card&cl14=card % 3Acredit % 20card
s%3Alanding%20page % 3Areferrals % 20Ip&v14=card % 3Acredit%20cards&v15=card % 3Acredit % 20cards % 3Alandin
g%20page&v17=card%3Acredit%20cards % 3Alanding%20page % 3Areferrals % 20Ip&v22=19&v24=sequoia_card&c4
O=desktop&v42=e306ece8-64db-4cfe-b1b5-e8d7b0f00d03&v48=48583177608064175088754530593788122492&
€c50=2.20.0&c51=87a25ble-f947-4402-9504-1€2176d2c752&c52=e96e€6198-0ce3-448f-bafa-624cfe982e1f&v63=1&
v65=D%3Dg&c74=https % 3A%2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&v85=08&v100=d
f4fef83-c878-4d4e-9c0f-b4be5eab5b95&v101=page_view&s=800x6008&c=248&j=1.6&v=N&k=Y&bw=800&bh=600&
mcorgid=317906C354252E890A4C98BC % 40AdobeOrg& AQE=1, https://connect.facebook.net/signals/config/69451
7367577219?v=2.9.419&r=stable&domain=www.capitalone.com&hme=7459fa3e38c2784dbaf309537bed5fa7e8560f
ab51fbé61e53e5ffafeb46a02a9&ex_m=118%2C241%2C171%2C27 %2C82%2C83%2C162%2C78%2C77%2C11%2C18
1%2C102%2C20%2C153%2C141%2C46%2C85%2C90%2C149%2C176%2C183%2C8%2C4%2C5%2C7 %2C6%2C
3%2C103%2C115%2C32%2C17%2C31%2C18%2C33%2C34%2C35%2C37%2C55%2C163%2C87%2C126%2C2
2%2C24%2C51%2C47%2C49%2C48%2C95%2C104%2C108%2C124%2C160%2C164%2C53%2C125%2C29%2C
26%2C133%2C79%2C43%2C166%2C165%2C167%2C157%2C155%2C30%2C42%2C66%2C123%2C178%2C80%
2C21%2C128%2C93%2C76%2C23%2C97%2C98%2C130%2C96%2C151%2C150%2C154 %2C109%2C177 %2C18
0%2C41%2C56%2C127%2C54%2C161%2C72%2C185%2C110%2C184%2C210%2C255%2C84%2C274%2C273%
2C272%2C14%2C25%2C28%2C40%2C62%2C17%2C68%2C10%2C73%2C1M1%2C112%2C113%2C119%2C144 %
2C38%2C36%2C146%2C147%2C148%2C143%2C142%2C172%2C86%2C175%2C173%2C174%2C57 %2C69%2C6
7%2C137%2C19%2C179%2C52%2C324%2C325%2C326%2C323%2C339%2C361%2C248%2C237%2C70%2C2
38%2C236%2C364%2C355%2C59%2C249%2C121%2C145%2C92%2C135%2C61%2C134%2C140%2C139%2C6
5%2C74%2C168%2C88%2C89%2C129%2C44%2C39%2C60%2C63%2C114%2C182%2C1%2C138%2C16%2C13
6%2C12%2C2%2C64%2C105%2C15%2C75%2C71%2C132%2C101%2C100%2C187 %2C188%2C106%2C107%2C
9%2C116%2C186%2C58%2C158%2C99%2C91%2C81%2C131%2C120%2C169%2C50%2C159%2C0%2C94 %2C15
2%2C156%2C170%2C45%2C122%2C13%2C189, https://googleads.g.doubleclick.net/pagead/viewthroughconversio
n/590247899/?random=1791850505935&cv=11&fst=1791850505935&bg =ffffff&guid=ON&async=1&en=gtag.config&g
tm=45bebac0h2v8847613172a208zd884761317xecxf1&gcd=13I3I3I3/111&dma=0~&tag_exp=115616985~115938465~115
938468~118897920~118897930~120213116~120385423~120420415~120469145~120469153~121046263~121046271
~121246026~121246034&u_w=800&u_h=600&url=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp %
2Freferrals % 2F % 3FreferralCode % 3D9LPCM23C % 26programCode % 3D6011%26pld % 3D954078 %260C % 3DCOFRS
8RSswa&rch=0&frm=0&tiba=Refer%20a%20Friend%20%7C%20Credit%20Card % 20Referral % 20Program%20%7
C%20Capital %200ne&did=dYmQxMT&gdid=dYmQxMT&hn=www.googleadservices.com&npa=0&auid=753215626.
1791850506&uaa=8&uab=&uafvi=&uamb=0&uam=&uap=&uapv=_&uaw=0&data=event % 3Dgtag.config&ept=9&rfmt=
3&fmt=4, https://www.google.com/rmkt/collect/590247899/?random=1791850505935&cv=11&fst=1791850505935&f
mt=8&bg=ffffff’Rguid=ON&async=1&en=gtag.config&gtm=45bebac0h2v8847613172a208zd884761317xecxf1&gcd=1
31313I31M11&dma=0&tag_exp=115616985~115938465~115938468~118897920~118897930~120213116~120385423~120
420415~120469145~120469153~121046263~121046271~121246026~121246034&u_w=8008&u_h=600&url=https %3
A%2F % 2Fwww.capitalone.com% 2Fcredit-cards % 2Flp % 2Freferrals % 2F % 3FreferralCode % 3D9LPCM23C % 26progr
amCode%3D6011%26pld%3D954078%260C % 3DCOFR58RSsw&rch=0&frm=0&tiba=Refer%20a%20Friend%20%7
C%20Credit%20Card % 20Referral % 20Program %20 %7C %20Capital % 200ne&did=dYmQxMT&gdid=dYmQxMT&hn
=www.googleadservices.com&npa=0&auid=753215626.1791850506&uaa=&uab=&uafvi=&uamb=0&uam=&uap=&ua
pv=&uaw=08&data=event%3Dgtag.config&ept=68&gcp=5, https://www.googletagmanager.com/gtag/js?id=G-QM8K
5J3858&cx=c&gtm=4eb6ac0h2, https://www.googletagmanager.com/gtag/js?id=DC-806653&cx=c&gtm=4eb6ac0h2,
https://www.googletagmanager.com/gtag/js?id=DC-4338092&cx=c&gtm=4ebé6ac0h2, https://www.googletagmanage
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r.com/gtag/js?id=DC-6361220&cx=c&gtm=4ebacOh2, https://www.googletagmanager.com/gtag/js?id=DC-8591251&
cx=c&gtm=4eb6ac0h2, https://www.googletagmanager.com/gtag/js?id=DC-8295944&cx=c&gtm=4ebéacOh2, https://
www.googletagmanager.com/gtag/js?id=DC-9710467&cx=c&gtm=4ebacOh2, https://www.googletagmanager.com/g
tag/js?id=DC-10150889&cx=c&gtm=4ebéac0Oh2, https://www.googletagmanager.com/gtag/js?id=DC-6415190&cx=c&
gtm=4e6ac0h2, https://www.googletagmanager.com/gtag/js?id=DC-11227807&cx=c&gtm=4e6ac0h2, https://www.g
oogletagmanager.com/gtag/js?id=DC-12615026&cx=c&gtm=4eb6ac0h2, https://www.googletagmanager.com/gtag/j
s?id=DC-14564336&cx=c&gtm=4e6ac0h2, https://www.google.com/ccm/collect?rcb=0&frm=0&apvc=1&auid=75321
5626.1791850506&dt=Refer%20a%20Friend %20 %7C %20Credit%20Card % 20Referral % 20Program %20%7C%20C
apital%200ne&tid=AW-590247899&en=page_view&dl=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2
Flp % 2Freferrals % 2F % 3Freferral Code % 3D9LPCM23C %26programCode % 3D6011%26pld % 3D954078%260C % 3DC
OFR58RSsw&scrsrc=www.googletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=0&did=dYmQxMT&g
did=dYmQxMT&gtm=45bebacO0h2v8847613172a208zd884761317xecxf1&gcd=13I313I31M1&dma=0&tag_exp=11561698
5~115938465~115938468~118897920~118897930~120213116~120385423~120420415~120469145~120469153~1210
46263~121046271~121246026~121246034&tft=1791850505974&tfd=3737&tids=AW-590247899&fmt=8, https://ad.do
ubleclick.net/ccm/s/collect?auid=753215626.1791850506&gtm=45beb6ac0h2v8847613172a208zd884 761317 xecxf1&f
mt=8, https://www.facebook.com/tr/?id=694517367577219&ev=PageView&dl=https % 3A%2F % 2Fwww.capitalone.co
ma&rl=&if=false&ts=1791850506036&iw=false&sw=800&sh=6008&v=2.9.419&r=stable&a=tmtealium&ec=0&0=12316&a
ems=0%3B0&fbp=fb.11791850506034.593660620793140253&pm=1&hr|=ff96f3&ler=empty&plt=714.40000000002
33&ups[pv]=%7B%7D&ups[rpv]=%7B%7D&it=1791850505864&coo=false&eid=756b0036bfd788bbc1313383551162
82&tm=1&cs_cc=1&cas=28246554281651804%2C25139109872404212&cdl=&pm_metadata=%7B%22cd %22 % 3Atr
ue%7D&dIc=1&expv2[0]=plN&expv2[1]=el3&expv2[2]=bc1&expv2[3]=ra0&expv2[4]=rp0&expv2[5]=ct3&expv2[6]=hf
1&expv2[7]=sd1&expv2[8]=spl&expv2[9]=ek1&expv2[10]=pcl&expv2[11]=gs1&expv2[12]=zs1&expv2[13]=cpl&expv2[
14]=es1&expv2[15]=aci&expv2[16]=s01&expv2[17]1=wc1&expv2[18]=l1a1&expv2[19]=sf1&expv2[20]=dal&expv2[21]=io
1&expv2[22]=ael&expv2[23]=sx1&expv2[24]=if1&expv2[25]=fd1&expv2[26]=bg1&expv2[27]=mg1&expv2[28]=kl1&ex
pv2[29]1=sg1&expv2[30]=mk1&expv2[31]=sn1&expv2[32]=ecl&expv2[33]=mp1&expv2[34]=psi&expv2[35]=fx1&expv
2[36]=vt1&expv2[37]=dp1&expv2[38]=fw1&expv2[39]=cn1&expv2[40]=tz1&expv2[41]=pel&expv2[42]=eel&expv2[4
31=bul&expv2[44]=tal&expv2[45]=0t1&expv2[46]=hv1&expv2[47]=epl&expv2[48]=rh0&expv2[49]=ah0&rgm=GET,
https://www.google-analytics.com/g/collect?v=2&tid=G-QM8K5J3858&gtm=45je6ac0h2v8901667752a200zb88476
13172d884761317xf1&_p=1791850503776&9cd=13I31313I111&npa=0&dma=08&gdid=dYmQxMT&are=1&cid=74085132.17
91850506&frm=0&ngs=1&pscdl=&rcb=6&sr=800x600&uaa=8&uab=&uafvi=&uam=&uamb=0&uap=&uapv=&uaw=0&u
I=en-us&_s=1&tag_exp=115616985~115938465~115938469~118897920~118897930~120213116~120385422~1204691
45~120469153~121046263~121046271~121246026~121246034&dt=Capital % 200ne&dl=https % 3A % 2F % 2Fwww.cap
italone.com% 2Fcredit-cards % 2FIp % 2Freferrals % 2F % 3FreferralCode % 3D9LPCM23C % 26programCode % 3D6011%
26pld%3D954078%260C % 3DCOFR58RSsw&sid=1791850503251&sct=1&seg=0&en=page_view&_fv=1&_nsi=1&_ss=
1&_ee=1&ep.lob_identifier=sequoia_card&ep.global_visitor_id=01a1329cdc52000fe8cd22cbe4600506f00750670059
0&ep.event_name=page_view&ep.page_name=Capital % 200ne&ep.page_url=https % 3A% 2F % 2Fwww.capitalone.co
m % 2Fcredit-cards % 2Flp % 2Freferrals % 2F % 3FreferralCode % 3D9LPCM23C % 26programCode % 3D6011%26pld % 3D
954078%260C %3DCOFR58RSsw&ep.global_privacy_control=0&ep.onetag_client_id=e306ece8-64db-4cfe-b1b5-e8
d7b0f00d03&ep.user_agent_string=Mozilla%2F5.0%20(Windows%20NT%2010.0%3B%20Win64 %3B%20x64) %2
0AppleWebKit%2F537.36%20(KHTML %2C % 20like % 20Gecko) % 20Chrome % 2F119.0.0.0% 20Safari% 2F537.36&ep.p
latform=web&ep.onetag_session_id=0196078d-9903-464e-a2c8-c6501987a0bb&ep.timestamp=2026-10-13T00%3
A15%3A05.489Z&ep.client_timestamp=2026-10-13T00%3A15%3A05.489Z&ep.user_timezone_offset=%2B0&ep.pag
e_language=english&ep.page_level_l=card&ep.page_level_2=credit%20cards&ep.page_level_3=landing%20page&e
p.page_level_4=referrals %20Ip&ep.onetag_event_id=df4fef83-c878-4d4e-9c0f-b4be5eab5b95&ep.app_id=sequoia
_card&ep.potomac_standard=legacy&tfd=3998, https://www.google.com/pagead/1p-user-list/590247899/?random=
1791850505935&cv="11&fst=1791849600000&bg=ffffff&guid=0ON&async=1&en=gtag.config&gtm=45bebac0h2v88476
13172a208zd884761317xecxf1&gcd=13I313I3I111&dma=0&tag_exp=115616985~115938465~115938468~118897920~118
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897930~120213116~120385423~120420415~120469145~120469153~121046263~121046271~121246026~12124603
4&u_w=800&u_h=600&url=https % 3A%2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F % 3Fref
erralCode%3D9LPCM23C %26programCode%3D6011%26pld%3D954078 %260C % 3DCOFR58RSsw&rcb=0&frm=
O&tiba=Refer%20a%20Friend %20%7C%20Credit%20Card % 20Referral % 20Program %20 %7C % 20Capital % 200n
e&did=dYmQxMT&gdid=dYmQxMT&hn=www.googleadservices.com&npa=0&auid=753215626.1791850506&uaa=&u
ab=&uafvl=&uamb=08&uam=8&uap=&uapv=&uaw=0~&data=event% 3Dgtag.config&ept=9&rfmt=3&fmt=3&is_vtc=1&cid
=CAQSOWEAQM4h3BDDrdRysPMRmMé68uuclqéo1BY409m-VkvITSxW10RXzkéhSqoxc-08d3YjyRdhQqgeytixcDhIZFM7
HeMhQOYibK_EBSzBObXNw8RziINMN7RAZC8Lv3YpSiYeiSDPn9VbavzH]RbLTGYp9JrLWInUSwIF3EXOKWBSIgjh_v6Me
_3Db-gYb9FjXrYhqOa_1H_IATkws6x31t2YOlwmjhluLeqSKdyZfEQmIpCOtoHdyYR6Q8PGOD_CImiiVfOiuuBWc7krFNI2p
sAzPgoLIUV5K&random=2882760158&rmt_tld=0&ipr=y, https://www.google.com/ccm/collect?rcb=6&frm=0&apvc=
08&auid=753215626.1791850506&dt=Refer%20a % 20Friend %20%7C %20Credit%20Card % 20Referral % 20Program %
20%7C%?20Capital%200ne&tid=DC-6361220&en=page_view&dl=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit
-cards % 2FIp% 2Freferrals % 2F&scrsrc=www.googletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=0&
gdid=dYmQxMT&gtm=45fe6ac0h2v9190113712za208zb884761317zd884761317xecxf1&gcd=131313I31111&dma=0&tag_
exp=115938465~115938469~118897920~118897930~120213116~120385422~120469145~120469153~121046263~121
046271~121246026~121246034~123235077&tft=1791850506386&tfd=4148&tids=DC-6361220&fmt=8, https://www.g
oogle.com/ccm/collect?rcb=17&frm=0&apvc=0&auid=753215626.1791850506&dt=Refer%20a%20Friend%20%7C %
20Credit%20Card%20Referral % 20Program%20%7C %20Capital % 200ne&tid=DC-97104 67&en=page_view&dl=http
$%3A%2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.googletagmanager.com&
rnd=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxMT&gtm=45fe6acO0h2v9190696404za208zb884761317zd
884761317xecxf1&gcd=131313I31111&dma=0&tag_exp=115938465~115938468~118897920~118897930~120213116~120
385422~120420414~120469145~120469153~121046263~121046271~121246026~121246034&tft=1791850506 42 3&tf
d=4185&tids=DC-9710467&fmt=8, https://www.google.com/ccm/collect?rcb=3&frm=0&apvc=08&auid=753215626.179
1850506&dt=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Program %20 %7C %20Capital % 2
00ne&tid=DC-8591251&en=page_view&dl=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferr
als%2F&scrsrc=www.googletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=0&gdid=dYmQxMT&gtm=
45fe6ac0h2v9190201130za208zb884761317zd884761317xecxf1&gcd=1313I3131111&dma=0&tag_exp=115616985~11593
8465~115938469~118897920~118897930~120213116~120385423~120469145~120469153~121046263~121046271~12
1246026~121246034&1tft=1791850506458&tfd=4221&tids=DC-8591251&fmt=8, https://www.google.com/ccm/collec
t?rcb=2&frm=0&apvc=08&auid=753215626.1791850506&dt=Refer%20a%20Friend %20 %7C %20Credit%20Card %20
Referral%20Program%20%7C %20Capital % 200ne&tid=DC-806653&en=page_view&dl=https % 3A % 2F % 2Fwww.ca
pitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.googletagmanager.com&rnd=2031194794.17918
50506&navt=n&npa=08&gdid=dYmQxMT&gtm=45feb6acO0h2v9190519503za208zb8847613172d884761317xecxf1&gcd
=13I1313131111&dma=0&tag_exp=115616986~115938465~115938469~118897920~118897930~120213116~120385423~12
0469145~120469153~121046263~121046271~121246026~121246034&tft=1791850506496&tfd=4258&tids=DC-8066
53&fmt=8, https://www.google.com/ccm/collect?rcb=10&frm=0&apvc=0&auid=753215626.1791850506&dt=Refer %2
0a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Program %20 %7C % 20Capital % 200ne&tid=DC-829594
4&en=page_view&dl=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=ww
w.googletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=0&gdid=dYmQxMT&gtm=45fe6acOh2v91909
56854za208zb8847613172d884761317xecxf1&gcd=1313I3I31111&dma=08&tag_exp=115616986~115938465~1159384 69~
118897920~118897930~119404696~120213116~120385423~120420415~120469145~120469153~121046263~121046
271~121246026~121246034&tft=1791850506536&tfd=4299&tids=DC-8295944&fmt=8, https://www.google.com/cc
m/collect?rcb=14&frm=0&apvc=0&auid=753215626.1791850506&dt=Refer%20a%20Friend %20 %7C%?20Credit%20
Card%20Referral%20Program%20%7C %20Capital % 200ne&tid=DC-4338092&en=page_view&dl=https % 3A % 2F %
2Fwww.capitalone.com % 2Fcredit-cards % 2Flp % 2Freferrals % 2F&scrsrc=www.googletagmanager.com&rnd=203119
47941791850506&navt=n&npa=0&gdid=dYmQxMT&gtm=45fe6ac0h2v91901726612a208zb8847613172d884761317x
ecxf1&gcd=13I3I3I1311&dma=0&tag_exp=115616985~115938465~115938468~118897920~118897930~120213116~1203
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85422~120469145~120469153~121046263~121046271~121246026~121246034&tft=1791850506574&tfd=4336&tids =
DC-4338092&fmt=8, https://www.google.com/ccm/collect?rcb=12&frm=08&apvc=08&auid=753215626.1791850506&dt
=Refer%20a%20Friend%20%7C %20Credit%20Card % 20Referral % 20Program %20 %7C %20Capital % 200ne&tid=D
C-10150889&en=page_view&d|=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F &s
crsrc=www.googletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=0&gdid=dYmQxMT&gtm=45febéacO
h2v9190847798za208zb884761317zd884761317xecxf1&gcd=131313I31111&dma=0&tag_exp=115938465~115938468~11
8897920~118897930~120213116~120385422~120469145~120469153~121046263~121046271~121246026~12124603
4&tft=1791850506609&tfd=4371&tids=DC-10150889&fmt=8, https://www.google.com/ccm/collect?rcb=1&frm=08&apv
¢c=0&auid=753215626.1791850506&dt=Refer%20a%20Friend %20 %7C %20Credit%20Card % 20Referral % 20Progra
mM%20%7C%20Capital%200ne&tid=DC-12615026&en=page_view&dl=https % 3A % 2F % 2Fwww.capitalone.com % 2Fc
redit-cards % 2Flp % 2Freferrals % 2F&scrsrc=www.googletagmanager.com&rnd=2031194794.1791850506&navt=n&np
a=08&gdid=dYmQxMT&gtm=45fe6acOh2v9190078909za208zb8847613172d884761317xecxf1&gcd=1313I313111N&dma=
0&tag_exp=115938465~115938469~118897920~118897930~120213116~120385422~120469145~120469153~1210462
63~121046271~121246026~121246034&tft=1791850506683&tfd=4446&tids=DC-12615026&fmt=8, https://www.goog|
e.com/ccm/collect?rcb=14&frm=0&apvc=0&auid=753215626.1791850506&dt=Refer%20a% 20Friend%20%7C%20C
redit%20Card % 20Referral%20Program %20 %7C %20Capital % 200ne&tid=DC-14564336&en=page_view&dl=https %
3A%2F%2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.googletagmanager.com&rn
d=2031194794.1791850506&navt=n&npa=08&gdid=dYmQxMT&gtm=45fe6acOh2v9184262918za208zb884761317zd8
84761317xecxf1&gcd=131313I31111&dma=0&tag_exp=115616985~115938465~115938468~118897920~118897930~12021
3116~120385422~120469145~120469153~121046263~121046271~121246026~121246034&tft=1791850506715&tfd=4
477&tids=DC-14564336&fmt=8, https://www.google.com/ccm/collect?rcb=8&frm=0&apvc=08&auid=753215626.1791
850506&dt=Refer%20a%20Friend%20%7C%20Credit%20Card % 20Referral % 20Program %20 %7C %20Capital % 20
One&tid=DC-6415190&en=page_view&dI=https % 3A % 2F % 2Fwww.capitalone.com % 2Fcredit-cards % 2FIp % 2Freferra
Is% 2F&scrsrc=www.googletagmanager.com&rnd=2031194794.1791850506&navt=n&npa=0&gdid=dYmQxMT&gtm=4
5fe6ac0h2v9189943019z2a208zb8847613172d884761317xecxf1&gcd=13I313I31111&dma=0&tag_exp=115616986~115938
465~115938469~118897920~118897930~120213116~120385423~120469145~120469153~121046263~121046271~121
246026~121246034&1ft=1791850506758&tfd=4521&tids=DC-6415190&fmt=8, https://www.google.com/ccm/collect?r
cb=14&frm=0&apvc=08&auid=753215626.1791850506&dt=Refer % 20a % 20Friend %20 %7C%20Credit%20Card % 20R
eferral%20Program%20%7C %20Capital % 200ne&tid=DC-11227807&en=page_view&dl=https % 3A % 2F % 2Fwww.ca
pitalone.com % 2Fcredit-cards % 2FIp % 2Freferrals % 2F&scrsrc=www.googletagmanager.com&rnd=2031194794.17918
50506&navt=n&npa=08&gdid=dYmQxMT&gtm=45feb6acOh2v91904936582a2082zb8847613172d884761317xecxf1&gcd
=131313I31111&dma=0&tag_exp=115616985~115938465~115938469~118897920~118897930~120213116~120385423~12
0469145~120469153~121046263~121046271~121246026~121246034&tft=1791850506789&tfd=4552&tids=DC-11227
807&fmt=8

ASNs (8)
13335, 14618, 15169, 16509, 20940, 32934, 54113, 396982

Hashes (99)

€27901512a724d1442901bd565cdcf63698851a9966f65bfd56ef3de2blcfecsd, 8717ec809e0536a59b93edb7f3922dd4
9234529595dd6dc9bd882ca9db0ef042, 15200792c1f19f8e2f89¢73363d34088add552c07f66ef394242453642b76a
72, e131fb4696b6f9c541d0c16433eabb24e397d5025672¢59890e90496cd9e40d0, d27dd59a29f4cebb294a6475765
12899c37cd363ff802f756f7019cfd96a26d9, 05f0a640b6934d4783f86b5acad45¢cb99bef5cc5fd9c45333ac6640306fF
5fadf, bOf455c3dcb50ea0294b7879f27455f3f0479b117d25888010b6b6792f69289a, 65e0ff60f6f18ecbafbleeec8546
04f9962bd5dffd55899102b88a4911f134c2, 54478282bb2e87f78cd16b62633c2e0ff568607034becbcf816f6a329322
d386, 6df2890d1fe1d9f88e415484dcd022¢c67016d3ad6550d9b0c74a9f8b309632ff, f7f1c05e481d695f7f8db6da9366
76202daf05ea689795fba852c10e6c04fab, Obdf822e14e119f8ee89ea40b626T9c3471eb41c98fc51d25352b71af49f68
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8b, 338ea7ffa620fb674c8ab9f5712f52f455664e98d36bb1e955ec7fb87f032ffe, e45128dde8a4fb5ceeel3alccc2f4d4
1ef56d69c93070e17e98b42005434b99, 20fa75ec0a4cbb484af33c53a8dcf75¢282757617¢05a8f2b49530cd616a83
70, 37680575325f18147db96d3d00ae8aécd42e46a8abe717¢7228df26b9843b1d1, 0ac58c8787f0bf8191001f047545
7¢c22fb22347fc656b41fbf4af8f52f3dbéef, 8c9bsabe20ecea525388d2a31e5dfb2dc04bffode36f444169617cfc432f70
9, 9440b7b925e03add156c24cce2ab86798ff0d0661617040271b012393d3606d5, 1322b99eae053e5bb4cd7e04767
49000c2dd1a369b41d3331110289985e7cd58, 3f92d5cd2d43580dbfd5b372f3bfé4dcec107a105¢c74afa5f3bfb44b46
4bddfe, c9752b26203928cf72bbe714f367b554acal4f96021080f821c9c8b972d59a79, 2079e54ca488456a99daas8a
6bech248d930b8ad98e6df7b1164d01e76213413, 5ecf19137b14604cd27a11b3837887fb3ca011b376c84€e13685e51ee9
1853728, 144e0f47134fa0dfbad3d5f5a3416a6a6472d96dcc7acé42a44db8b3a3c85931, b94f0f01d04a9cOb48babd?
5c6bee526917b6a3df788b7fc33e4197fa4850223, 9e79427cdec72956bcd37e60409f89f627ab04094c3514a584adc
bb3c8c07372, bb56a9ca192c1c7201a7150910c8a24d9a697823448fa5a09393e83ba090f9d0, d80efffclbc7fbfbf3cs
bbe2ff746ed40807a476303c628ed04775601cf2dc06, cbf5a9ff85964b260bf00a3518f11d6325df44c66268334ae70f
fObf75655474, a6cb04eb047e46496dd7113521e297f30455b021a1a2a8528b20665d0832chéa, 133620b9c9b3chf7b
3d1093e0fde296f6eeecé179ae912639a2b2e617d51¢c253, 8200c21567a846af338e61e7f01a89718c9c5casf53cfb23chd
1aa902a50a65a, bala8cdbc8830360dc3b8e6a50fef04835390f9b1231ef14cda05¢c053492208a, f00c2de9d680be3
79d53fb77163d0c337ee2d26bb688ff2de887546f1bae84d3, 30f98d6ca38a0d727e1d452ad830fc28%6eca7c9al2c87
302871f5508c451b52, d900b7f550938525d08b5¢c1601e6ed3b099d3535fc1alfacd87b288%94ces4cdla, ec43da9c413d
ee1aa098b61e5c01d6986be98e7fd19c6777312848bbe38e0609, 32a063c11d6447708ee657e229ad1d642b4320e17dc
401a2210aaf84ccd495a2, 2b6c98e8dc88a0e70a811abb22c0f1af5c65d1d5303cecé81f2c09ec810db629, e7fc50e968
fb5d9ef222dd0a8e8b5cd13cc40187c14f4ddf5db55b5f4ba7fe7d, c9f3e96f67c5¢3166ca8756969d5507ff20b605e987
6f50394dc17f7d20ed2d4, 00b15f7094b49d5187d4e1426ef1659c9fc7e56ee23058cadlbel4alle4ad912, 08c31f0acd9
0fe092914f6b64cb61095f0cf754be6967d7e1f96b33a50b194a8, 1938230e1321d1743d8dd770bdasféc94ddb9f5b48f3
8dea3fcaf1010f11863a, 165a21e984e417cd8ebf2c48f14d1e1640d49500e8a8107e303877aba51a9283, c0e25e6a24c0
970387cb54939578c553dd8%e1c2f9bfObd4c901c4122aedccal, c77a2610b9975945e9eeb933bcbabedb935759affcff
a6e95b817f3bb81ab861, 16aea480c98b5d227b996ad049ccc50896bcf03fedes7fa39003f282eebfcébbe, f6€135135a3
2b233baf883f09da529ea9f96a21e4dd88b11f84ba56a94ab2720, adc65d58860f4fbécla7e9c26d1ael7b4déf1a21bb9
df0cch53e0097810cf93a, 5f2123af80970c0478de7f373c9d861d886e070592ebcd55fa372d8dfc9752ec, 5647d8d42
dcbc5204ff389916c1315dad5c09a5617df07a38a884ce25f6ffd1f, 1€566695a1b568d6bd770dal4cddasbbad449e097f
6cff30ae02a0c52096adf9, ef1955ae757¢c8b966c83248350331bd3a30f658ced11f387f8ebf05ab3368629, 34e6d0e08
a4572419cd0f8d99f4cdef099a0be210be83db0b10413d2a2067d42, 0922dcb8f34dcécstas3bbcabfdaeOefed4ce301
a5269e54807cb237f3ecd6del, 1a83246bc93600e023d4911b488812d241e571388039143843e43df3abeala8f, 0592
03abeb82d3e745cab96612f0a29777ccaeb7aeelcd114477f2791b70acas, 7747e9f6465d86Td3146907dbae87ff04c63
b07993e9d92b63f07ebaf081f2d4, 839c108602dbf99227a9eb94603a50d1938e38cd183403e988af2932b343e976, e
0ee07f3f06d9ce0f83a8a9fdd739f94a308af86121d0ca77b753db9d7fff64d, b3d2702f9a8acbdé5c08eclba80da%as2
15785ed9ba103593dd735d695415132, 7f16ec7df174da21a138143b995e406bdffc9e248b3945¢c1dc971b5663170912, 2
04a85df553f86eb6913f47582d2d013348feb66dcf2d5¢7739545b0ba825371, Oafef49ch9c526388ea81153e9d818f8f3
4252c2beab211cbab724054d012823, 0e869b742e1e50636a89b4a9091ed77bd7cffc4e71a168207c484c22d1dcfa7Zs,
223e6cf1b84f78b62969b15ef876a13e547¢c724€4356be9420b253ab73b1f3d7, 8013646179abaee0d2f9f71e24ec3d2f
4a1f9a9fd699f58be0e6a5822d81f6ba, d5b9d105bb007eb7941e4b7204e36865041525¢9816c8ebf9bc38f93888248b
0, 1004bd8d604b0f2997919720e3699825f80c4d99d91e1988851544409e169b39, 9e4b581a7483e88873ad835a840f
faaff1c85b3be28951e12e8207a318e7776b, 40ba3923b361aaaas7c0433febabc48c6521a57f721b34e81blacc2ccc4c
dcdd, de25ff38288676dc79292a95d410944c2045e6e09¢c5e4563c40d08c615a20c54, 597cO0ecale843f4ca71e8c870
2958371cccc91f052def0d8727433ca77b4c454, b65729ea848a974728fc96cfa85c6ca5947b4418c9faaff11732fcbbas
388a5b, b548e54d8b9a315c896fa8c18d1d531f8elaa7c9486b4c65cce0b0327a41696a, 711ee3df1fbcb513462519b669
30b92c8643c8a39fa2b873f334bbe7f9dc38%¢, f5d62063d848471e0d660912afcbb906ed58db02759bdd015fd4bbc
60a6dd27e, e811e6f77¢3d6577ed5632abb505fb723c600b9316fe9c8796faSc3eabeld474, 10d8d42d73a02ddb87710
1e72fbfal5a0ec820224d97cedeescf92d571be5caa, alecbaed793a1f564c49¢c671f2dd0ce36f858534ef6d26b55783a
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06b884cc506, 9e51b00bbbc3b0bcb49361d102f5371bac23e1b25eb7845a074eeedbe0a00d98, OcOad8a3cc43b2f8c
f2229a8aae19e1a1347e93689b4dd1f4ecc5dee21e087f3, bc783974f3d41b38bfed17f7ca4379af779d6832590¢c7b5d0f
71f3d1c079548c, 83a8977b65e9830a5¢7a19f12584891b66a0d40bbaea8420abb755a5a9dd730a, 42660ce8a897391
591070299a5172f2cc1f7f9d4cc8d27de35f8755794e8eéb¢cc, e449460e00cd5838e7¢c94763cadb931dc9cb8facd0729d
61bda05418b800619b, 6c1d4e58c89c4e7f17e5e9¢c9d0a81f5283dc2704131571cdf0laee5c111f4055, 0b040a3ccals8c
4d621d0bacaldbf2853b91ed3114f1c551b8cd8eédfafb18a2, 76720eab72889d82a8b7fec516d7354ed8f32b1115a0a25
a58258ab09a334902, 74aac6fdd43ee7f7394e56873e3df459696f38d9d8123ddf6a29b45062b65f1c, 9423aa2498741
56551762c61400ff68441ed35fbee72c9cabcf50d9eca3dc9fOa, 2b75bd3b3bbc0asbPbsdeche55266ce3a25988c8fabe7
4f264f3823589cf7c3ce, c75ff2464939fbdb18e8508e8edda?383003600095187e7fa09a9bd404f57fc1, 1dc79cbala9
94e20dde8d3c7c8772165383fb2da5%aceebcfbef532447chbca2a, 2689367b205c16ce32ed4200942b8b8ble262dfc7
0d9bc9fbc77c49699a4f1df, 2122688666, 2810ea914fb1ff3f4c439d18dabeace74e81a50568559d17c0c17dbe2bff604c
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Agent Readiness

Level 1

Basic Web Presence

Discoverability (2/4 pass)

Name

robots.txt

Sitemap

Link Headers

DNS for Al Disc
overy (DNS-AI
D)

10/12/26, 7:21PM

Status Goal Message

Pass Publish /robots.txt with clear crawl rules robots.txt exists with valid format

Pass Publish a sitemap and reference it from robo  sitemap.xml exists with valid structur
ts.txt e

Fail Include Link response headers for agent dis  No Link headers found on target pag
covery (RFC 8288) e

Fail Publish DNS-AID records through your dom  DNS for Al Discovery (DNS-AID) well-

Content Accessibility (0/1 pass)

Name

Markdown Ne
gotiation

Status Goal

Fail

ain so others can find and use your Al bots known entrypoint records not found

Message

Support Accept: text/markdown content negotiation fo  Site does not support Markd

r machine-readable content

Bot Access Control (1/3 pass)

Name Status
Al Crawl
Pass
er Rules
Content .
. Fail
Signals

Web Bot Neutr
Auth al

Goal

Add User-agent rules for Al crawlers like GP
TBot, Claude-Web, and others

Declare Al content usage preferences with
Content Signals in robots.txt

Let your site identify itself as a bot with Web
Bot Auth

Protocol Discovery (0/9 pass)

Name

API Catalog

OAuth/OIDC Di
scovery

OAuth Protecte
d Resource

Auth.md

MCP Server C
ard

about:srcdoc

Sta

Fail

Fail

Fail

Fail

Fail

own for Agents

Message

No Al-specific bot rules; wildcard rules apply
to all crawlers including Al bots

No Content Signals found in robots.txt

Web Bot Auth directory not found (informatio
nal only)

Message

API Catalog not found

ry metadata found

ource Metadata found

auth.md not found

MCP Server Card not fo

tus Goal
Publish an API catalog for automated API discovery (RFC 9
727)
Publish OAuth/OIDC discovery metadata so agents can aut  No OAuth/OIDC discove
henticate with your APIs
Publish OAuth Protected Resource Metadata so agents can  No OAuth Protected Res
discover how to authenticate
Publish auth.md with login instructions for Al bots registeri
ng on behalf of a user
Publish an MCP Server Card for agent discovery

und
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A2A Agent Car A2A Agent Card not fou

d Fail Publish an A2A Agent Card for agent-to-agent discovery nd

Agent Skills Faill  Publish an agent skills discovery index ’:r?jnt Skills index not fo

WebMCP Fail Support WebMCP to expose site tools to Al agents via the No WebMCP tools detec
browser ted on page load

Agentic Resour Fail Publish an ARD catalog at /.well-known/ard.json so agents ~ ARD capability manifest

ce Discovery can discover available resources and capabilities not found

Commerce (0/5 pass)
Name Status Goal Message

Neutr  Support x402 protocol for agent-native HTTP ~ x402 payment protocol not detecte

402 Protocol .
X al payments d (not a commerce site)

Model Payments  Neutr  Support the Model Payments Protocol (MPP) MPP payment discovery not detect
Protocol al for Al model-driven payments ed (not a commerce site)

Universal Comm Neutr  Enable content payments via Universal Comm  UCP profile not found (not a comm
erce Protocol al erce Protocol erce site)

Agentic Commer  Neutr  Publish ACP discovery metadata so agents ca  ACP discovery document not found
ce Protocol al n discover your commerce API (not a commerce site)

Agent Payments Neutr  Support the Agent Payments Protocol (AP2) f  AP2 not detected (no A2A Agent C
Protocol al or secure agent-driven payments ard) (not a commerce site)

Next level: Level 2 — Bot-Aware

o Declare Al content usage preferences with Content Signals in robots.txt
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