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URL Scan Report

Scan report for 'https://invite.kraken.com/JDNW/cltoi25r'
Scan ID : 8b3f212-ce38a5-b213-b51f7cbf7a5

No classification — No immediate security risks are detected at this URL.
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Summary

Scan ID 8b3f212-ce38a5-b213-b51f7cbf7a5 Submitted
URL

https://invite.kraken.com/JDNW/cltoi25r

Report finished: October 12, 202 72 PM 2 IPs 11

2 countries 1 2 domains 1

2 transactions 130

Web page components and interactions

HTML 3 Stylesheets 8

Scripts 53 Fonts 5

Images 

Technologies - 7 identified

Name Description

Sanit
y

Sanity is a platform for structured content. It comes with an open-source, headless CMS that can be cust
omized with Javascript, a real-time hosted data store and an asset delivery pipeline.

Rokt Rokt is an ecommerce marketing technology that gives customers a personalised and relevant experienc
e while buying online.

OneT
rust OneTrust is a cloud-based data privacy management compliance platform.

HSTS HTTP Strict Transport Security HSTS) informs browsers that the site should only be accessed using HTT
PS.

Cloud
flare

Cloudflare is a web-infrastructure and website-security company, providing content-delivery-network se
rvices, DDoS mitigation, Internet security, and distributed domain-name-server services.

Plaid Plaid is a fintech company that facilitates communication between financial services apps and users' ban
ks and credit card providers.

Azure
Edge
Netw
ork

Azure Edge Network is a global network infrastructure provided by Microsoft Azure. It is designed to deli
ver content, applications, and services to end-users with low latency and high performance. The Azure E
dge Network consists of a combination of Azure Content Delivery Network CDN, Azure Front Door, and
Azure Traffic Manager.
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Screenshots
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Security

Risks 0 found Security headers 7 found

Security violations 2 found Certificates 13 found

Security headers: %{number} found

Name Value

strict-
trans
port-
secur
ity

max-age=3153000; includeSubDomains; preload

x-fra
me-o
ption
s

sameorigin sameorigin

x-con
tent-t
ype-
optio
ns

nosniff

child-src 'self' blob:; connect-src 'self' https://facedetectionmodelsprod.azureedge.net https://eus-api.a
u10tixservicesstaging.com https://*.au10tixservices.com https://*.sumsub.com wss://*.sumsub.com data:
*.braze.com https://*.kraken.com wss://*.kraken.com https://kraken.pxf.io bat.bing.com app.launchdarkly.
com events.launchdarkly.com clientstream.launchdarkly.com bat.bing.net wss://ekr.zdassets.com http
s://ekr.zdassets.com https://static.zdassets.com https://*.zendesk.com https://*.zopim.com wss://*.zende
sk.com wss://*.zopim.com https://*.config.smooch.io https://api.smooch.io wss://api.smooch.io https://a
pi.sandbox.sardine.ai https://api.sardine.ai cdn.segment.com https://sandbox.plaid.com https://productio
n.plaid.com api.segment.io https://o552333.ingest.sentry.io https://o552333.ingest.us.sentry.io www.fac
ebook.com/tr/ www.google.com google.com https://*.google-analytics.com *.doubleclick.net *.googlesyn
dication.com *.licdn.com *.linkedin.com https://*.clarity.ms www.bing.com *.reddit.com www.redditstatic.
com https://*.snapchat.com *.sc-static.net ads-twitter.com ads-api.twitter.com analytics.twitter.com ota.e
u.phrase.com cdn.phraseapp.com *.impactradius-event.com wss://api.ahoyrtc.com https://api.ahoyrtc.c
om https://a3gw1tl.execute-api.eu-west-1.amazonaws.com https://insight.adsrvr.org https://s.yimg.c
om https://sp.analytics.yahoo.com https://adservice.google.com https://cdn.optimizely.com https://cdn.c
ookielaw.org https://*.onetrust.com https://wa.appsflyersdk.com https://wa.appsflyer.com https://wa.onel
ink.me https://*.nsureapi.com api.statsig.com featuregates.org statsigapi.net events.statsigapi.net api.stat
sigcdn.com featureassets.org assetsconfigcdn.org prodregistryv2.org cloudflare-dns.com beyondwicke
dmapping.org https://c.us.heap-api.com https://c.eu.heap-api.com https://heapanalytics.com https://*.au
diohook.com https://*.cloudfront.net *.googleadservices.com https://*.sc.co https://*.adrsbl.io; script-src
https://js.appboycdn.com www.google-analytics.com https://ekr.zdassets.com 'unsafe-eval' static.zdass
ets.com *.zendesk.com https://*.zopim.com https://app.launchdarkly.com https://events.launchdarkly.co
m https://clientstream.launchdarkly.com https://cdn.smooch.io https://api.sandbox.sardine.ai https://cdn.
sentry.io https://api.sardine.ai https://ftlofs1.kraken.com https://ftlofs2.kraken.com https://ftlofs1.dev.krak
en.com https://ftlofs2.dev.kraken.com https://ftlofs1.uat.kraken.com https://ftlofs2.uat.kraken.com http
s://ftlofs1.uat.kraken.com https://ftlofs2.uat.kraken.com cdn.segment.com cdn.seg.kraken.com connect.f
acebook.net *.google.com *.googletagmanager.com *.gstatic.com *.googleadservices.com *.googlesyndi
cation.com *.doubleclick.net *.licdn.com *.linkedin.com www.bing.com bat.bing.net bat.bing.com *.reddit.
com www.redditstatic.com *.sc-static.net *.snapchat.com static.ads-twitter.com ads-twitter.com ads-api.
twitter.com analytics.twitter.com www.youtube.com s.ytimg.com amplify.outbrain.com https://cdn.plaid.c
om/link/v2/stable/link-initialize.js https://api.ahoyrtc.com https://*.rokt.com https://cdn.cookielaw.org http
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conte
nt-se
curity
-polic
y

s://websdk.appsflyersdk.com https://cdn.us.heap-api.com https://cdn.eu.heap-api.com https://heapanal
ytics.com https://js.audiohook.com https://*.cloudfront.net https://*.adrsbl.io; default-src 'self' https://stat
ic.zdassets.com https://ekr.zdassets.com https://ekr.zendesk.com https://kraken.zendesk.com https://ap
i.smooch.io https://media.smooch.io https://zendesk-eu.my.sentry.io wss://kraken.zendesk.com wss://ap
i.smooch.io https://cdn.plaid.com; font-src 'self' v2.zopim.com data: https://cdn.smooch.io https://asset
s.kraken.com https://heapanalytics.com; frame-src 'self' https://*.kraken.com v2.zopim.com https://api.s
andbox.sardine.ai https://www.googletagmanager.com https://api.sardine.ai www.google.com *.doublecli
ck.net *.snapchat.com www.youtube-nocookie.com https://*.withpersona.com https://*.sumsub.com http
s://cdn.plaid.com/ https://verify.plaid.com https://verify-sandbox.plaid.com https://insight.adsrvr.org http
s://match.adsrvr.org https://appleid.cdn-apple.com; img-src 'self' data: blob: https://cdn.sanity.io/image
s/ https://*.kraken.com www.google-analytics.com bat.bing.net v2.zopim.com v2.zopim.io v2assets.zopi
m.io https://static.zdassets.com https://kraken.zendesk.com https://cdn.smooch.io https://www.gravatar.
com/avatar/ https://o552333.ingest.sentry.io https://*.zdusercontent.com https://media.smooch.io www.f
acebook.com/tr/ https://www.facebook.com https://*.nsureapi.com https://*.adrsbl.io https://*.adform.net
www.google.ad www.google.ae www.google.com.af www.google.com.ag www.google.al www.google.a
m www.google.co.ao www.google.com.ar www.google.as www.google.at www.google.com.au www.goo
gle.az www.google.ba www.google.com.bd www.google.be www.google.bf www.google.bg www.googl
e.com.bh www.google.bi www.google.bj www.google.com.bn www.google.com.bo www.google.com.br
www.google.bs www.google.bt www.google.co.bw www.google.by www.google.com.bz www.google.ca
www.google.cd www.google.cf www.google.cg www.google.ch www.google.ci www.google.co.ck www.
google.cl www.google.cm www.google.cn www.google.com.co www.google.co.cr www.google.com.cu
www.google.cv www.google.com.cy www.google.cz www.google.de www.google.dj www.google.dk ww
w.google.dm www.google.com.do www.google.dz www.google.com.ec www.google.ee www.google.co
m.eg www.google.es www.google.com.et www.google.fi www.google.com.fj www.google.fm www.googl
e.fr www.google.ga www.google.ge www.google.gg www.google.com.gh www.google.com.gi www.goo
gle.gl www.google.gm www.google.gr www.google.com.gt www.google.gy www.google.com.hk www.go
ogle.hn www.google.hr www.google.ht www.google.hu www.google.co.id www.google.ie www.google.c
o.il www.google.im www.google.co.in www.google.iq www.google.is www.google.it www.google.je www.
google.com.jm www.google.jo www.google.co.jp www.google.co.ke www.google.com.kh www.google.ki
www.google.kg www.google.co.kr www.google.com.kw www.google.kz www.google.la www.google.co
m.lb www.google.li www.google.lk www.google.co.ls www.google.lt www.google.lu www.google.lv www.
google.com.ly www.google.co.ma www.google.md www.google.me www.google.mg www.google.mk w
ww.google.ml www.google.com.mm www.google.mn www.google.com.mt www.google.mu www.google.
mv www.google.mw www.google.com.mx www.google.com.my www.google.co.mz www.google.com.na
www.google.com.ng www.google.com.ni www.google.ne www.google.nl www.google.no www.google.c
om.np www.google.nr www.google.nu www.google.co.nz www.google.com.om www.google.com.pa ww
w.google.com.pe www.google.com.pg www.google.com.ph www.google.com.pk www.google.pl www.g
oogle.pn www.google.com.pr www.google.ps www.google.pt www.google.com.py www.google.com.qa
www.google.ro www.google.ru www.google.rw www.google.com.sa www.google.com.sb www.google.s
c www.google.se www.google.com.sg www.google.sh www.google.si www.google.sk www.google.com.
sl www.google.sn www.google.so www.google.sm www.google.sr www.google.st www.google.com.sv w
ww.google.td www.google.tg www.google.co.th www.google.com.tj www.google.tl www.google.tm ww
w.google.tn www.google.to www.google.com.tr www.google.tt www.google.com.tw www.google.co.tz w
ww.google.com.ua www.google.co.ug www.google.co.uk www.google.com.uy www.google.co.uz www.
google.com.vc www.google.co.ve www.google.co.vi www.google.com.vn www.google.vu www.google.
ws www.google.rs www.google.co.za www.google.co.zm www.google.co.zw www.google.cat *.google.c
om *.googletagmanager.com *.gstatic.com *.googleadservices.com *.doubleclick.net *.licdn.com *.linkedi
n.com https://c.clarity.ms https://c.bing.com www.bing.com bat.bing.com *.reddit.com www.redditstatic.
com *.sc-static.net *.snapchat.com https://tvspix.net https://tvspix.com t.co ads-twitter.com ads-api.twitt
er.com analytics.twitter.com www.youtube.com img.youtube.com tr.outbrain.com amplifypixel.outbrain.c
om https://sp.analytics.yahoo.com https://cdn.cookielaw.org https://heapanalytics.com; manifest-src 'sel
f'; media-src 'self' https://*.kraken.com v2.zopim.com https://static.zdassets.com https://api.ahoyrtc.co
m; object-src 'none'; script-src-attr 'self'; script-src-elem 'self' https://*.adrsbl.io https://*.google-analytic
s.com 'unsafe-inline' static.zdassets.com https://*.zendesk.com https://cdn.smooch.io https://api.smooc
h.io https://api.sandbox.sardine.ai https://api.sardine.ai https://ftlofs1.kraken.com https://ftlofs2.kraken.co
m https://ftlofs1.dev.kraken.com https://ftlofs2.dev.kraken.com https://ftlofs1.uat.kraken.com https://ftlofs
2.uat.kraken.com https://ftlofs1.uat.kraken.com https://ftlofs2.uat.kraken.com cdn.segment.com cdn.seg.
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kraken.com https://connect.facebook.net *.google.com *.googletagmanager.com *.gstatic.com *.googlea
dservices.com *.googlesyndication.com *.doubleclick.net *.licdn.com *.linkedin.com https://*.clarity.ms w
ww.bing.com https://bat.bing.com *.reddit.com www.redditstatic.com https://sc-static.net *.snapchat.co
m static.ads-twitter.com analytics.twitter.com www.youtube.com *.impactcdn.com https://cdn.plaid.com
https://api.ahoyrtc.com https://cdn.brandinsight.tech https://js.adsrvr.org https://s.yimg.com https://cdn.
cookielaw.org https://websdk.appsflyersdk.com https://appleid.cdn-apple.com https://cdn.us.heap-api.c
om https://cdn.eu.heap-api.com https://heapanalytics.com https://js.audiohook.com https://*.cloudfront.
net https://j.sc.co; style-src 'self' 'unsafe-inline' www.youtube.com https://assets.kraken.com https://ap
p.launchdarkly.com https://heapanalytics.com; style-src-attr 'self' 'unsafe-inline'; style-src-elem 'self' ht
tps://cdn.smooch.io https://assets.kraken.com 'unsafe-inline' https://cdn.plaid.com/link/v2/stable/; work
er-src 'self' blob:; frame-ancestors 'self' https://*.kraken.com www.youtube.com; report-uri https://o552
333.ingest.us.sentry.io/api/50187700880/security/?sentry_key=30ecd50d7b05bea1c7cfdd5
a1; report-to csp-reporting-endpoint;

referr
er-pol
icy

strict-origin-when-cross-origin

permi
ssion
s-poli
cy

camera=(self "https://inquiry.withpersona.com" "https://api.sumsub.com" "https://in.sumsub.com"); cros
s-origin-isolated=(); encrypted-media=(); fullscreen=(); keyboard-map=(); magnetometer=(); microphon
e=(self "https://inquiry.withpersona.com" "https://api.sumsub.com" "https://in.sumsub.com"); midi=(); p
ayment=(self); picture-in-picture=(); publickey-credentials-get=(self); screen-wake-lock=(); sync-xhr=();
usb=(); xr-spatial-tracking=()

x-xss
-prot
ectio
n

1; mode=block; mode=block

Not set
clear-site-data
x-permitted-cross-domain-policies
cross-origin-embedder-policy
cross-origin-opener-policy
cross-origin-resource-policy
feature-policy
expect-ct
public-key-pins

Security violations: %{number} found

Resource Description Type

https://w
ww.krake
n.com/on
boardin
g/_next/s
tatic/chu
nks/1jkj8

Refused to connect to 'https://api.fpjs.io/xridvya/qAop?q=KxVsLnnXBGBzPtzicI' because
it violates the following Content Security Policy directive: "connect-src 'self' https://facedetec
tionmodelsprod.azureedge.net https://eus-api.au10tixservicesstaging.com https://*.au10tixser
vices.com https://*.sumsub.com wss://*.sumsub.com data: *.braze.com https://*.kraken.com
wss://*.kraken.com https://kraken.pxf.io bat.bing.com app.launchdarkly.com events.launchda
rkly.com clientstream.launchdarkly.com bat.bing.net wss://ekr.zdassets.com https://ekr.zdass
ets.com https://static.zdassets.com https://*.zendesk.com https://*.zopim.com wss://*.zendes
k.com wss://*.zopim.com https://*.config.smooch.io https://api.smooch.io wss://api.smooch.i
o https://api.sandbox.sardine.ai https://api.sardine.ai cdn.segment.com https://sandbox.plaid.
com https://production.plaid.com api.segment.io https://o552333.ingest.sentry.io https://o55
2333.ingest.us.sentry.io www.facebook.com/tr/ www.google.com google.com https://*.googl
e-analytics.com *.doubleclick.net *.googlesyndication.com *.licdn.com *.linkedin.com http
s://*.clarity.ms www.bing.com *.reddit.com www.redditstatic.com https://*.snapchat.com *.sc-
static.net ads-twitter.com ads-api.twitter.com analytics.twitter.com ota.eu.phrase.com cdn.ph

csp
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_8jqd2z
g.js

raseapp.com *.impactradius-event.com wss://api.ahoyrtc.com https://api.ahoyrtc.com http
s://a3gw1tl.execute-api.eu-west-1.amazonaws.com https://insight.adsrvr.org https://s.yim
g.com https://sp.analytics.yahoo.com https://adservice.google.com https://cdn.optimizely.co
m https://cdn.cookielaw.org https://*.onetrust.com https://wa.appsflyersdk.com https://wa.ap
psflyer.com https://wa.onelink.me https://*.nsureapi.com api.statsig.com featuregates.org stat
sigapi.net events.statsigapi.net api.statsigcdn.com featureassets.org assetsconfigcdn.org pro
dregistryv2.org cloudflare-dns.com beyondwickedmapping.org https://c.us.heap-api.com htt
ps://c.eu.heap-api.com https://heapanalytics.com https://*.audiohook.com https://*.cloudfron
t.net *.googleadservices.com https://*.sc.co https://*.adrsbl.io".

https://w
ww.krake
n.com/on
boardin
g/_next/s
tatic/chu
nks/1jkj8
_8jqd2z
g.js

Refused to connect to 'https://api.fpjs.io/?ci=js/3.11.11&q=KxVsLnnXBGBzPtzicI' because it
violates the following Content Security Policy directive: "connect-src 'self' https://facedetecti
onmodelsprod.azureedge.net https://eus-api.au10tixservicesstaging.com https://*.au10tixserv
ices.com https://*.sumsub.com wss://*.sumsub.com data: *.braze.com https://*.kraken.com w
ss://*.kraken.com https://kraken.pxf.io bat.bing.com app.launchdarkly.com events.launchdark
ly.com clientstream.launchdarkly.com bat.bing.net wss://ekr.zdassets.com https://ekr.zdasset
s.com https://static.zdassets.com https://*.zendesk.com https://*.zopim.com wss://*.zendesk.
com wss://*.zopim.com https://*.config.smooch.io https://api.smooch.io wss://api.smooch.io
https://api.sandbox.sardine.ai https://api.sardine.ai cdn.segment.com https://sandbox.plaid.c
om https://production.plaid.com api.segment.io https://o552333.ingest.sentry.io https://o552
333.ingest.us.sentry.io www.facebook.com/tr/ www.google.com google.com https://*.google
-analytics.com *.doubleclick.net *.googlesyndication.com *.licdn.com *.linkedin.com https://*.
clarity.ms www.bing.com *.reddit.com www.redditstatic.com https://*.snapchat.com *.sc-stati
c.net ads-twitter.com ads-api.twitter.com analytics.twitter.com ota.eu.phrase.com cdn.phrase
app.com *.impactradius-event.com wss://api.ahoyrtc.com https://api.ahoyrtc.com https://a
3gw1tl.execute-api.eu-west-1.amazonaws.com https://insight.adsrvr.org https://s.yimg.com
https://sp.analytics.yahoo.com https://adservice.google.com https://cdn.optimizely.com http
s://cdn.cookielaw.org https://*.onetrust.com https://wa.appsflyersdk.com https://wa.appsflye
r.com https://wa.onelink.me https://*.nsureapi.com api.statsig.com featuregates.org statsigap
i.net events.statsigapi.net api.statsigcdn.com featureassets.org assetsconfigcdn.org prodregi
stryv2.org cloudflare-dns.com beyondwickedmapping.org https://c.us.heap-api.com https://
c.eu.heap-api.com https://heapanalytics.com https://*.audiohook.com https://*.cloudfront.net
*.googleadservices.com https://*.sc.co https://*.adrsbl.io".

csp

Certificates: %{number} found

Subject Issue date Expiry date

www.kraken.com 10/11/202 10/12/2027

assets.kraken.com 10/11/202 10/12/2027

sg.kraken.com 10/11/202 10/12/2027

o552333.ingest.sentry.io 10/11/202 10/12/2027

fsdkvd0cfg.kraken.com 10/11/202 10/12/2027

iapi.kraken.com 10/11/202 10/12/2027

assets-cms.kraken.com 10/11/202 10/12/2027

cdn.cookielaw.org 10/11/202 10/12/2027

fsdkvd0.kraken.com 10/11/202 10/12/2027

metrics.nsureapi.com 10/11/202 10/12/2027

ftlofs1.kraken.com 10/11/202 10/12/2027
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w7eqqbca1kybr37uzcm2ctggtjpg.d.sardine.ai 10/11/202 10/12/2027

ftlofs2.kraken.com 10/11/202 10/12/2027
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Network

HTTP transactions 130 detected DNS records 5 found

HTTP transactions: 130 detected

Method URL Status Type

GET htt
p/1.1 https://invite.kraken.com/JDNW/cltoi25r 301 text/

html

GET htt
p/1.1

https://www.kraken.com/sign-up?pid=user_invite&af_channel=user_invite&source_cal
ler=api_v2&af_dp=kraken%3A%2F%2F&onelink_id=JDNW&deep_link_value=referra
l%2Fh7pyzd5j&inviteCode=h7pyzd5j&plan_name=raf-consumer-lootbox-300-us-apr-
202-urgency-ab-ptl&c=RAF_consumerapp_share&shortlink=cltoi25r

200 text/
html

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/3iwtkfdqezsv.css 200 text/

css

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2qqzuo8_i77mq.css 200 text/

css

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0jqiiic-gy8bp.css 200 text/

css

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0hrdsyv_5rqq.css 200 text/

css

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0-weaed_yzd.css 200 text/

css

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/3lh7h2mq0kht.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0afsgg5nvgk38.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/13mbh2ii3270.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2gea3tutiq0m0.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/3oncb0zxu5_.js 200

appli
catio
n/jav
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ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/turbopack-1f8zy7051v37.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1akfyln8iro.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0ti7s33ztgg.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0gvdy0nl_1l3.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1ltjw127uidw.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/08hruof0hnnd.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/00ov71y0qiz7e.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/33ot0mypzpj2t.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/15-o50_chtx.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1

https://assets.kraken.com/fonts/celias.css 200 text/
css
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GET htt
p/1.1 https://assets.kraken.com/fonts/ibm.css 200 text/

css

GET htt
p/1.1 https://assets.kraken.com/fonts/kraken.css 200 text/

css

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2e2elmuquxm.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1vha_af_djrq.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/32dy3y7jnmh.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0c_gibbzat2d.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0nybwh7508z1.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0_kjm-sxles7.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/15kj2ckilde57.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/01zanfoaond5.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1

https://www.kraken.com/onboarding/_next/static/chunks/0te001fxuh7i.js 200

appli
catio
n/jav
ascri
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pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1anc2yffrh2b.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0zrq52m18fj3.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2hl-sqabjax.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/01hq0it5l83v.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2if3eutozjyr.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1ausmxr0awva.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/27qp_q5hudg.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1u_nv_as-n.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2xam0vyq31vo.js 200

appli
catio
n/jav
ascri
pt

GET htt

appli
catio
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p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1u7txjusfdur.js 200 n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/05_h8q-xj7mo.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1b3pzzdlbfa.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1fe5-ffv81q3.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/250m203tnq8.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1spjmgtf70fw.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/11ldgvdcled2.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/3zlextu_nys.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0o-vcsmtcgt.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2m01knjh8_q-.js 200

appli
catio
n/jav
ascri
pt

appli
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GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/0aq2scxf-wlpm.js 200

catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/3ou0fjh025eka.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/2cut8v8gdmba.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/32s_mikv8fvc.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/3ikpkptddbmvm.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/3wm_imqa7e5lm.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/img/favicon.ico 200

imag
e/x-i
con

GET htt
p/1.1 https://www.kraken.com/config.json?v=development 200

appli
catio
n/jso
n

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/38iabems2ui.js 200

appli
catio
n/jav
ascri
pt

GET htt
p/1.1 https://www.kraken.com/onboarding/_next/static/chunks/1jkj8_8jqd2zg.js 200

appli
catio
n/jav
ascri
pt

OPTIO
NS htt
p/1.1

https://sg.kraken.com/v1/initialize?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJ
mJaX71Wo7uZ&st=javascript-client&sv=3.33.3&t=17185105718&sid=b8be0782
e-e7aca-335e30001&se=1

200
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GET htt
p/1.1 https://www.kraken.com/shared-locales/en-US/kycFlows.json 200

appli
catio
n/jso
n

POST h
ttp/1.1

https://sg.kraken.com/v1/initialize?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJ
mJaX71Wo7uZ&st=javascript-client&sv=3.33.3&t=17185105718&sid=b8be0782
e-e7aca-335e30001&se=1

200

appli
catio
n/jso
n

OPTIO
NS htt
p/1.1

https://o552333.ingest.sentry.io/api/502815078112/envelope/?sentry_version=7&
sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.javascript.ne
xtjs%2F10.23.0

200

OPTIO
NS htt
p/1.1

https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJa
X71Wo7uZ&st=javascript-client&sv=3.33.3&t=17185105735&sid=b8be0782e-
e7aca-335e30001&ec=1

200

POST h
ttp/1.1

https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJa
X71Wo7uZ&st=javascript-client&sv=3.33.3&t=17185105735&sid=b8be0782e-
e7aca-335e30001&ec=1

202

appli
catio
n/jso
n

OPTIO
NS htt
p/1.1

https://assets.kraken.com/fonts/Kraken-Brand-Medium.a83a83c.woff2 20

OPTIO
NS htt
p/1.1

https://fsdkvd0cfg.kraken.com/core-config/config.json 20

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/meta 200

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/meta 200

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/locale/v2/US 200

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/slid 200

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/session/expiration 200

OPTIO
NS htt
p/1.1

https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJa
X71Wo7uZ&st=javascript-client-react&sv=3.33.3&t=171851057572&sid=b8be07
82e-e7aca-335e30001&ec=7

200

GET htt
p/1.1 https://assets.kraken.com/fonts/Kraken-Brand-Medium.a83a83c.woff2 200

font/
woff
2
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POST h
ttp/1.1

https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJa
X71Wo7uZ&st=javascript-client-react&sv=3.33.3&t=171851057572&sid=b8be07
82e-e7aca-335e30001&ec=7

202

appli
catio
n/jso
n

GET htt
p/1.1 https://iapi.kraken.com/api/internal/locale/v2/US 200

appli
catio
n/jso
n

GET htt
p/1.1 https://iapi.kraken.com/api/internal/meta 200

appli
catio
n/jso
n

GET htt
p/1.1 https://iapi.kraken.com/api/internal/meta 200

appli
catio
n/jso
n

GET htt
p/1.1 https://iapi.kraken.com/api/internal/slid 200

appli
catio
n/jso
n

GET htt
p/1.1 https://iapi.kraken.com/api/internal/session/expiration 01

appli
catio
n/jso
n

GET htt
p/1.1 https://fsdkvd0cfg.kraken.com/core-config/config.json 200

appli
catio
n/jso
n

OPTIO
NS htt
p/1.1

https://assets.kraken.com/fonts/Kraken-Brand-Bold.ea25a7.woff2 20

OPTIO
NS htt
p/1.1

https://assets.kraken.com/fonts/Kraken-Brand-Regular.7c23fd8b.woff2 20

OPTIO
NS htt
p/1.1

https://assets.kraken.com/fonts/Kraken-Product-Regular.8731a0.woff2 20

OPTIO
NS htt
p/1.1

https://assets.kraken.com/fonts/Kraken-Product-Medium.e28e1.woff2 20

OPTIO
NS htt
p/1.1

https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJa
X71Wo7uZ&st=javascript-client-react&sv=3.33.3&t=17185105808&sid=b8be07
82e-e7aca-335e30001&ec=3

200

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/rewards/referrals/code/h7pyzd5j 200
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GET htt
p/1.1

https://assets-cms.kraken.com/images/51n3hrp/facade/bd1eb3f3bab33a185b
7ebcbb8a0018100x00.png?w=200&fit=min&fm=webp 200

imag
e/we
bp

OPTIO
NS htt
p/1.1

https://o552333.ingest.sentry.io/api/502815078112/envelope/?sentry_version=7&
sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.javascript.ne
xtjs%2F10.23.0

200

GET htt
p/1.1

https://cdn.cookielaw.org/consent/8238581-fe3f-218772bdde7f2/otSDKS
tub.js 200

appli
catio
n/jav
ascri
pt

OPTIO
NS htt
p/1.1

https://fsdkvd0.kraken.com/events 20

OPTIO
NS htt
p/1.1

https://fsdkvd0.kraken.com/session?timestamp=17185105818&clientRequestId=ca
2085b-e571-b85c55fcafdad&deviceId=dcc5f5-e18e-52-a05a-afb0c
5d20

20

POST h
ttp/1.1

https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJa
X71Wo7uZ&st=javascript-client-react&sv=3.33.3&t=17185105808&sid=b8be07
82e-e7aca-335e30001&ec=3

202

appli
catio
n/jso
n

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxVsLnnXBGBzPtzicI 200

GET htt
p/1.1 https://iapi.kraken.com/api/internal/rewards/referrals/code/h7pyzd5j 200

appli
catio
n/jso
n

GET htt
p/1.1 https://assets.kraken.com/fonts/Kraken-Brand-Bold.ea25a7.woff2 200

font/
woff
2

GET htt
p/1.1 https://assets.kraken.com/fonts/Kraken-Brand-Regular.7c23fd8b.woff2 200

font/
woff
2

GET htt
p/1.1 https://assets.kraken.com/fonts/Kraken-Product-Regular.8731a0.woff2 200

font/
woff
2

GET htt
p/1.1 https://assets.kraken.com/fonts/Kraken-Product-Medium.e28e1.woff2 200

font/
woff
2

GET htt
p/1.1 https://ftlofs1.kraken.com/assets/loader.min.js 200

text/j
avas
cript

GET htt
p/1.1

https://fsdkvd0.kraken.com/session?timestamp=17185105818&clientRequestId=ca
2085b-e571-b85c55fcafdad&deviceId=dcc5f5-e18e-52-a05a-afb0c
5d20

200

appli
catio
n/jso
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n

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/basel/US_WA?accountType=individual 200

POST h
ttp/1.1 https://fsdkvd0.kraken.com/events 200

appli
catio
n/jso
n

GET htt
p/1.1

https://ftlofs1.kraken.com/assets/collector.min.8b3fea3.html?r=202018b3fea3#
eyJsb2FkZXJJbml0VGltZSIMTc5MTg1MTA1ODcwMSwiZW5hYmxlQmlvbWV0cmljcyI
dHJ1ZSwiZW5hYmxlRE5TIjp0cnVlLCJyZXZpc2lvbiIIjIwMjYtMDktMTQtOGIzZmVhM
yIsImyaWdpbiIImh0dHBzOi8vd3d3LmtyYWtlbi5jb20iLCJjb2xsZWN0b3JEb21haWi
OiJmdGxvZnMxLmtyYWtlbi5jb20iLCJwaXhlbFVSTCIImh0dHBzOi8vZnRsb2ZzMi5rc
mFrZWuY2tL3YxL2IucG5nIiwiZG5zQmFzZURvbWFpbiIImQuc2FyZGluZS5haSIsIm
xvY2F0aWuIjoiaHR0cHMLy3d3cua3Jha2VuLmNvbSzaWduLXVwP3BpZD11c2Vy
X2ludml0ZSZhZljaGFubmVsPXVzZXJfaW52aXRlJnNvdXJjZVjYWxsZXIYXBpX3Yy
JmFmX2RwPWtyYWtlbiUzQSUyRiUyRiZvbmVsaW5rX2lkPUpETlcmZGVlcFsaW5rX3Z
hbHVlPXJlZmVycmFsJTJGaDdweXpkNWomaW52aXRlQ2kZT1oN3B5emQ1aiZwbGF
uX25hbWUcmFmLWNvbnN1bWVyLWxvb3Rib3gtMzAwLXVzLWFwci0yMDI2LXVyZ2
VuY3ktYWItcHRsJmMUkFGX2NvbnN1bWVyYXBwX3NoYXJlJnNob3J0bGluaz1jbHRv
aTI1ciIsInJlZmVycmVyIjoiIiwidXVpZCIImQyZTdiN2ViLWYwNDQtNGQxYy1iMGILWY
zMTgzMzFiNTFkOCIsImNsaWVudElkIjoiN2FiNmEyZDEtMjljZS00MmFiLWE1M2EtM2Z
kZjk5MDgZDk5Iiwic2Vzc2lvbktleSIIkFaSXdEd0NqYWFQVERyeklpcmx2LVNmUHQ
clpqenlkRWZsMFpGU2ZOZDhmazQtN0l2bkdIOHdZeFFnX3NSWTYWjhyVGRYSnVL
MTVacGRLanhFUEpLVXpYSU1LZmlid2RiTmxEYmFKSzVxSU01ZDciLCJmbG3Ijoic2ln
bnVwIiwiZW52aXJvbm1lbnQiOiJwcmkdWN0aWuIiwiYXBpU3ViZGtYWluIjoiZnRsb2
ZzMS5rcmFrZWuY2tIiwicGlZWxTdWJkb21haWiOiJmdGxvZnMyLmtyYWtlbi5jb20
ifQ

200 text/
html

GET htt
p/1.1 https://iapi.kraken.com/api/internal/basel/US_WA?accountType=individual 200

appli
catio
n/jso
n

OPTIO
NS htt
p/1.1

https://o552333.ingest.sentry.io/api/502815078112/envelope/?sentry_version=7&
sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.javascript.ne
xtjs%2F10.23.0

200

OPTIO
NS htt
p/1.1

https://o552333.ingest.sentry.io/api/502815078112/envelope/?sentry_version=7&
sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.javascript.ne
xtjs%2F10.23.0

200

OPTIO
NS htt
p/1.1

https://iapi.kraken.com/api/internal/markets/assets?preferred_asset_name=new 200

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxVsLnnXBGBzPtzicI 200

OPTIO
NS htt
p/1.1

https://cdn.cookielaw.org/consent/8238581-fe3f-218772bdde7f2/82385
81-fe3f-218772bdde7f2.json 200

appli
catio
n/jso
n

text/j
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GET htt
p/1.1

https://ftlofs1.kraken.com/assets/collector.min.8b3fea3.js 200 avas
cript

OPTIO
NS htt
p/1.1

https://fsdkvd0.kraken.com/events 20

GET htt
p/1.1 https://iapi.kraken.com/api/internal/markets/assets?preferred_asset_name=new 200

appli
catio
n/jso
n

GET htt
p/1.1 https://w7eqqbca1kybr37uzcm2ctggtjpg.d.sardine.ai/bg.png 200

imag
e/pn
g

GET htt
p/1.1

https://ftlofs2.kraken.com/v1/b.png?sessionKey=%5BsessionKey+redacted%5D&clien
tId=7aba2d12ce-2ab-a53a-3fdf088d&flow=signup 200

imag
e/pn
g

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxVsLnnXBGBzPtzicI 200

POST h
ttp/1.1 https://fsdkvd0.kraken.com/events 200

appli
catio
n/jso
n

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxVsLnnXBGBzPtzicI 200

POST h
ttp/1.1 https://ftlofs1.kraken.com/v1/events 200

appli
catio
n/jso
n

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxVsLnnXBGBzPtzicI 200

OPTIO
NS htt
p/1.1

https://o552333.ingest.sentry.io/api/502815078112/envelope/?sentry_version=7&
sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.javascript.ne
xtjs%2F10.23.0

200

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxVsLnnXBGBzPtzicI 200

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXBGBzPtzicI 200

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXBGBzPtzicI 200

OPTIO
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NS htt
p/1.1

https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXBGBzPtzicI 200

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXBGBzPtzicI 200

OPTIO
NS htt
p/1.1

https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXBGBzPtzicI 200

DNS records: 5 found

Name Type Content

www.kraken.com A 10.17.188.205

www.kraken.com A 10.17.18.205

www.kraken.com A 10.17.185.205

www.kraken.com A 10.17.18.205

www.kraken.com A 10.17.187.205
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Behavior

JavaScript variables 3 Console log messages 52

Cookies 11 Links 0

Cookies: 11 found

Name Domain Path Secure HTTP only

dev .kraken.com / Yes Yes

invite_code .kraken.com / No No

_cfuvid .kraken.com / Yes Yes

asid .kraken.com / Yes No

fsdk_vd_id .kraken.com / Yes No

utm_parameters .kraken.com / No No

landing_page .kraken.com / No No

ab_uuid .kraken.com / No No

facade-lang .kraken.com / Yes No

first_session .kraken.com / No No

__cf_bm .kraken.com / Yes Yes

Console log messages: 52 found

Type Text URL

warn
ing Error with Permissions-Policy header: Unrecognized feature: 'usb'.

warn
ing Error with Permissions-Policy header: Unrecognized feature: 'xr-spatial-tracking'.

warn
ing WARN Statsig] SDK initialization has not completed. Reason: Loading:Unrecognized

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/01hq0it
5l83v.js

warn
ing react-i18next:: You will need to pass in an i18next instance by using initReactI18next

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1ltjw127
uidw.js

https://ww
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warn
ing

WARN Statsig] The user does not have the required id_type "userID" for Gate "enablelangu
agesundertesting"

w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

warn
ing

WARN Statsig] The user does not have the required id_type "userID" for Gate "kyc_bff_for_
getkycflows"

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

warn
ing

WARN Statsig] The user does not have the required id_type "userID" for Gate "engage_ena
ble_one_sided_referral_vouchers"

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

warn
ing

WARN Statsig] The user does not have the required id_type "userID" for Gate "kyc_enable_
waitingroom"

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

error

Access to fetch at 'https://o552333.ingest.sentry.io/api/502815078112/envelope/?sent
ry_version=7&sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.java
script.nextjs%2F10.23.0' from origin 'https://www.kraken.com' has been blocked by CORS
policy: Request header field signature-agent is not allowed by Access-Control-Allow-Head
ers in preflight response.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
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p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://o55
2333.inges
t.sentry.io/
api/5028
1507811
2/envelop
e/?sentry_v
ersion=7&s
entry_key=
f51dd5
8e8fd1be
100db
eb&sen
try_client=s
entry.javas
cript.nextj
s%2F10.23.
0

warn
ing

WARN Statsig] The user does not have the required id_type "userID" for Gate "enable_auto
_earn_consent"

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

error Failed to load resource: the server responded with a status of 01 Unauthorized)

https://iapi.
kraken.co
m/api/inter
nal/sessio
n/expiratio
n

error

Access to fetch at 'https://o552333.ingest.sentry.io/api/502815078112/envelope/?sent
ry_version=7&sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.java
script.nextjs%2F10.23.0' from origin 'https://www.kraken.com' has been blocked by CORS
policy: Request header field signature-agent is not allowed by Access-Control-Allow-Head
ers in preflight response.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
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f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://o55
2333.inges
t.sentry.io/
api/5028
1507811
2/envelop
e/?sentry_v
ersion=7&s
entry_key=
f51dd5
8e8fd1be
100db
eb&sen
try_client=s
entry.javas
cript.nextj
s%2F10.23.
0

info WebGPU is experimental on this platform. See https://github.com/gpuweb/gpuweb/wiki/Im
plementation-Status#implementation-status

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/0nybwh
7508z1.js

warn
ing Failed to create WebGPU Context Provider

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/0nybwh
7508z1.js

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2



10/12/26, 7:25 PMurl-scan-report-89b3f212-ce63-48a5-b213-b951f7cbf7a5

Page 25 of 47about:srcdoc

error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxV
sLnnXBGBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS polic
y: Response to preflight request doesn't pass access control check: No 'Access-Control-All
ow-Origin' header is present on the requested resource.

F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/Kfq
V/2TBs/n
Yy/3s?q=
KxVsLnn
XBGBzPtzi
cI

warn
ing

[.WebGL0x2f2c0008c00GL Driver Message OpenGL, Performance, GL_CLOSE_PATH_
NV, High): GPU stall due to ReadPixels

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh



10/12/26, 7:25 PMurl-scan-report-89b3f212-ce63-48a5-b213-b951f7cbf7a5

Page 26 of 47about:srcdoc

ortlink=clto
i25r

error

Refused to connect to 'https://api.fpjs.io/xridvya/qAop?q=KxVsLnnXBGBzPtzicI' becaus
e it violates the following Content Security Policy directive: "connect-src 'self' https://faced
etectionmodelsprod.azureedge.net https://eus-api.au10tixservicesstaging.com https://*.au1
0tixservices.com https://*.sumsub.com wss://*.sumsub.com data: *.braze.com https://*.krak
en.com wss://*.kraken.com https://kraken.pxf.io bat.bing.com app.launchdarkly.com event
s.launchdarkly.com clientstream.launchdarkly.com bat.bing.net wss://ekr.zdassets.com htt
ps://ekr.zdassets.com https://static.zdassets.com https://*.zendesk.com https://*.zopim.co
m wss://*.zendesk.com wss://*.zopim.com https://*.config.smooch.io https://api.smooch.io
wss://api.smooch.io https://api.sandbox.sardine.ai https://api.sardine.ai cdn.segment.com
https://sandbox.plaid.com https://production.plaid.com api.segment.io https://o552333.ing
est.sentry.io https://o552333.ingest.us.sentry.io www.facebook.com/tr/ www.google.com g
oogle.com https://*.google-analytics.com *.doubleclick.net *.googlesyndication.com *.licdn.
com *.linkedin.com https://*.clarity.ms www.bing.com *.reddit.com www.redditstatic.com htt
ps://*.snapchat.com *.sc-static.net ads-twitter.com ads-api.twitter.com analytics.twitter.co
m ota.eu.phrase.com cdn.phraseapp.com *.impactradius-event.com wss://api.ahoyrtc.com
https://api.ahoyrtc.com https://a3gw1tl.execute-api.eu-west-1.amazonaws.com https://i
nsight.adsrvr.org https://s.yimg.com https://sp.analytics.yahoo.com https://adservice.googl
e.com https://cdn.optimizely.com https://cdn.cookielaw.org https://*.onetrust.com https://w
a.appsflyersdk.com https://wa.appsflyer.com https://wa.onelink.me https://*.nsureapi.com
api.statsig.com featuregates.org statsigapi.net events.statsigapi.net api.statsigcdn.com feat
ureassets.org assetsconfigcdn.org prodregistryv2.org cloudflare-dns.com beyondwickedm
apping.org https://c.us.heap-api.com https://c.eu.heap-api.com https://heapanalytics.com
https://*.audiohook.com https://*.cloudfront.net *.googleadservices.com https://*.sc.co htt
ps://*.adrsbl.io".

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

deb
ug JSHandle@error

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

warn
ing

CSP Violation Detected: connect-src https://api.fpjs.io/xridvya/qAop?q=KxVsLnnXBGBz
PtzicI

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

Access to fetch at 'https://o552333.ingest.sentry.io/api/502815078112/envelope/?sent
ry_version=7&sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.java

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
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error script.nextjs%2F10.23.0' from origin 'https://www.kraken.com' has been blocked by CORS
policy: Request header field signature-agent is not allowed by Access-Control-Allow-Head
ers in preflight response.

k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://o55
2333.inges
t.sentry.io/
api/5028
1507811
2/envelop
e/?sentry_v
ersion=7&s
entry_key=
f51dd5
8e8fd1be
100db
eb&sen
try_client=s
entry.javas
cript.nextj
s%2F10.23.
0

error

Access to XMLHttpRequest at 'https://cdn.cookielaw.org/consent/8238581-fe3f-2187
72bdde7f2/8238581-fe3f-218772bdde7f2.json' from origin 'https://www.
kraken.com' has been blocked by CORS policy: Request header field signature is not allowe
d by Access-Control-Allow-Headers in preflight response.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
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-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://cdn.
cookielaw.
org/consen
t/8238581
-fe3f-21
8772b
dde7f2/8
238581-fe
3f-218
772bdd
e7f2.json

error

Access to fetch at 'https://o552333.ingest.sentry.io/api/502815078112/envelope/?sent
ry_version=7&sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.java
script.nextjs%2F10.23.0' from origin 'https://www.kraken.com' has been blocked by CORS
policy: Request header field signature-agent is not allowed by Access-Control-Allow-Head
ers in preflight response.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

https://o55
2333.inges
t.sentry.io/
api/5028
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error Failed to load resource: net::ERR_FAILED

1507811
2/envelop
e/?sentry_v
ersion=7&s
entry_key=
f51dd5
8e8fd1be
100db
eb&sen
try_client=s
entry.javas
cript.nextj
s%2F10.23.
0

error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxV
sLnnXBGBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS polic
y: Response to preflight request doesn't pass access control check: No 'Access-Control-All
ow-Origin' header is present on the requested resource.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/Kfq
V/2TBs/n
Yy/3s?q=
KxVsLnn
XBGBzPtzi
cI

https://ww
w.kraken.c
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error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxV
sLnnXBGBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS polic
y: Response to preflight request doesn't pass access control check: No 'Access-Control-All
ow-Origin' header is present on the requested resource.

om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/Kfq
V/2TBs/n
Yy/3s?q=
KxVsLnn
XBGBzPtzi
cI

error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxV
sLnnXBGBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS polic
y: Response to preflight request doesn't pass access control check: No 'Access-Control-All
ow-Origin' header is present on the requested resource.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
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n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/Kfq
V/2TBs/n
Yy/3s?q=
KxVsLnn
XBGBzPtzi
cI

error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxV
sLnnXBGBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS polic
y: Response to preflight request doesn't pass access control check: No 'Access-Control-All
ow-Origin' header is present on the requested resource.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/Kfq
V/2TBs/n
Yy/3s?q=
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KxVsLnn
XBGBzPtzi
cI

error

Access to fetch at 'https://o552333.ingest.sentry.io/api/502815078112/envelope/?sent
ry_version=7&sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.java
script.nextjs%2F10.23.0' from origin 'https://www.kraken.com' has been blocked by CORS
policy: Request header field signature-agent is not allowed by Access-Control-Allow-Head
ers in preflight response.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://o55
2333.inges
t.sentry.io/
api/5028
1507811
2/envelop
e/?sentry_v
ersion=7&s
entry_key=
f51dd5
8e8fd1be
100db
eb&sen
try_client=s
entry.javas
cript.nextj
s%2F10.23.
0

https://ww
w.kraken.c
om/sign-u
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error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxV
sLnnXBGBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS polic
y: Response to preflight request doesn't pass access control check: No 'Access-Control-All
ow-Origin' header is present on the requested resource.

p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/Kfq
V/2TBs/n
Yy/3s?q=
KxVsLnn
XBGBzPtzi
cI

error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXB
GBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS policy: Respon
se to preflight request doesn't pass access control check: No 'Access-Control-Allow-Origi
n' header is present on the requested resource.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
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f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/?ci=j
s/3.11.11&q=
KxVsLnn
XBGBzPtzi
cI

error

Refused to connect to 'https://api.fpjs.io/?ci=js/3.11.11&q=KxVsLnnXBGBzPtzicI' because i
t violates the following Content Security Policy directive: "connect-src 'self' https://facedet
ectionmodelsprod.azureedge.net https://eus-api.au10tixservicesstaging.com https://*.au10t
ixservices.com https://*.sumsub.com wss://*.sumsub.com data: *.braze.com https://*.krake
n.com wss://*.kraken.com https://kraken.pxf.io bat.bing.com app.launchdarkly.com events.l
aunchdarkly.com clientstream.launchdarkly.com bat.bing.net wss://ekr.zdassets.com http
s://ekr.zdassets.com https://static.zdassets.com https://*.zendesk.com https://*.zopim.com
wss://*.zendesk.com wss://*.zopim.com https://*.config.smooch.io https://api.smooch.io ws
s://api.smooch.io https://api.sandbox.sardine.ai https://api.sardine.ai cdn.segment.com http
s://sandbox.plaid.com https://production.plaid.com api.segment.io https://o552333.ingest.s
entry.io https://o552333.ingest.us.sentry.io www.facebook.com/tr/ www.google.com googl
e.com https://*.google-analytics.com *.doubleclick.net *.googlesyndication.com *.licdn.com
*.linkedin.com https://*.clarity.ms www.bing.com *.reddit.com www.redditstatic.com http
s://*.snapchat.com *.sc-static.net ads-twitter.com ads-api.twitter.com analytics.twitter.com
ota.eu.phrase.com cdn.phraseapp.com *.impactradius-event.com wss://api.ahoyrtc.com ht
tps://api.ahoyrtc.com https://a3gw1tl.execute-api.eu-west-1.amazonaws.com https://ins
ight.adsrvr.org https://s.yimg.com https://sp.analytics.yahoo.com https://adservice.google.
com https://cdn.optimizely.com https://cdn.cookielaw.org https://*.onetrust.com https://wa.
appsflyersdk.com https://wa.appsflyer.com https://wa.onelink.me https://*.nsureapi.com ap
i.statsig.com featuregates.org statsigapi.net events.statsigapi.net api.statsigcdn.com featur
eassets.org assetsconfigcdn.org prodregistryv2.org cloudflare-dns.com beyondwickedma
pping.org https://c.us.heap-api.com https://c.eu.heap-api.com https://heapanalytics.com h
ttps://*.audiohook.com https://*.cloudfront.net *.googleadservices.com https://*.sc.co http
s://*.adrsbl.io".

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

warn
ing

CSP Violation Detected: connect-src https://api.fpjs.io/?ci=js/3.11.11&q=KxVsLnnXBGBzPt
zicI

https://ww
w.kraken.c
om/onboar
ding/_next/
static/chun
ks/1jkj8_8jq
d2zg.js

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
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error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXB
GBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS policy: Respon
se to preflight request doesn't pass access control check: No 'Access-Control-Allow-Origi
n' header is present on the requested resource.

er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/?ci=j
s/3.11.11&q=
KxVsLnn
XBGBzPtzi
cI

error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXB
GBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS policy: Respon
se to preflight request doesn't pass access control check: No 'Access-Control-Allow-Origi
n' header is present on the requested resource.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
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ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/?ci=j
s/3.11.11&q=
KxVsLnn
XBGBzPtzi
cI

error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXB
GBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS policy: Respon
se to preflight request doesn't pass access control check: No 'Access-Control-Allow-Origi
n' header is present on the requested resource.

https://ww
w.kraken.c
om/sign-u
p?pid=user
_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/?ci=j
s/3.11.11&q=
KxVsLnn
XBGBzPtzi
cI

https://ww
w.kraken.c
om/sign-u
p?pid=user
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error

Access to XMLHttpRequest at 'https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXB
GBzPtzicI' from origin 'https://www.kraken.com' has been blocked by CORS policy: Respon
se to preflight request doesn't pass access control check: No 'Access-Control-Allow-Origi
n' header is present on the requested resource.

_invite&af_
channel=us
er_invite&s
ource_calle
r=api_v2&a
f_dp=krake
n%3A%2
F%2F&onel
ink_id=JDN
W&deep_lin
k_value=ref
erral%2Fh7
pyzd5j&invi
teCode=h7
pyzd5j&pla
n_name=ra
f-consumer
-lootbox-3
00-us-apr-
202-urge
ncy-ab-pt
l&c=RAF_c
onsumerap
p_share&sh
ortlink=clto
i25r

error Failed to load resource: net::ERR_FAILED

https://metr
ics.nsureap
i.com/?ci=j
s/3.11.11&q=
KxVsLnn
XBGBzPtzi
cI
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Indicators

IPs (11)
10.17.185.205, 10.17.187.205, 10.17.188.205, 10.17.18.205, 10.18.8.2, 172..0.157, 3.120.1.251, 3.10.81.0, 3.
3.120.137, 3.7.21.53, 52.223..

Domains (1)
assets-cms.kraken.com, assets.kraken.com, cdn.cookielaw.org, fsdkvd0.kraken.com, fsdkvd0cfg.kraken.com, ftlofs
1.kraken.com, ftlofs2.kraken.com, iapi.kraken.com, invite.kraken.com, metrics.nsureapi.com, o552333.ingest.sentry.i
o, sg.kraken.com, w7eqqbca1kybr37uzcm2ctggtjpg.d.sardine.ai, www.kraken.com

URLs ()
https://invite.kraken.com/JDNW/cltoi25r, https://www.kraken.com/sign-up?pid=user_invite&af_channel=user_invite&
source_caller=api_v2&af_dp=kraken%3A%2F%2F&onelink_id=JDNW&deep_link_value=referral%2Fh7pyzd5j&inviteC
ode=h7pyzd5j&plan_name=raf-consumer-lootbox-300-us-apr-202-urgency-ab-ptl&c=RAF_consumerapp_share&s
hortlink=cltoi25r, https://www.kraken.com/onboarding/_next/static/chunks/3iwtkfdqezsv.css, https://www.kraken.c
om/onboarding/_next/static/chunks/2qqzuo8_i77mq.css, https://www.kraken.com/onboarding/_next/static/chunks/0
jqiiic-gy8bp.css, https://www.kraken.com/onboarding/_next/static/chunks/0hrdsyv_5rqq.css, https://www.kraken.c
om/onboarding/_next/static/chunks/0-weaed_yzd.css, https://www.kraken.com/onboarding/_next/static/chunks/3
lh7h2mq0kht.js, https://www.kraken.com/onboarding/_next/static/chunks/0afsgg5nvgk38.js, https://www.kraken.c
om/onboarding/_next/static/chunks/13mbh2ii3270.js, https://www.kraken.com/onboarding/_next/static/chunks/2ge
a3tutiq0m0.js, https://www.kraken.com/onboarding/_next/static/chunks/3oncb0zxu5_.js, https://www.kraken.co
m/onboarding/_next/static/chunks/turbopack-1f8zy7051v37.js, https://www.kraken.com/onboarding/_next/static/ch
unks/1akfyln8iro.js, https://www.kraken.com/onboarding/_next/static/chunks/0ti7s33ztgg.js, https://www.krake
n.com/onboarding/_next/static/chunks/0gvdy0nl_1l3.js, https://www.kraken.com/onboarding/_next/static/chunks/1lt
jw127uidw.js, https://www.kraken.com/onboarding/_next/static/chunks/08hruof0hnnd.js, https://www.kraken.com/
onboarding/_next/static/chunks/00ov71y0qiz7e.js, https://www.kraken.com/onboarding/_next/static/chunks/33ot0m
ypzpj2t.js, https://www.kraken.com/onboarding/_next/static/chunks/15-o50_chtx.js, https://assets.kraken.com/fon
ts/celias.css, https://assets.kraken.com/fonts/ibm.css, https://assets.kraken.com/fonts/kraken.css, https://www.krak
en.com/onboarding/_next/static/chunks/2e2elmuquxm.js, https://www.kraken.com/onboarding/_next/static/chunk
s/1vha_af_djrq.js, https://www.kraken.com/onboarding/_next/static/chunks/32dy3y7jnmh.js, https://www.kraken.
com/onboarding/_next/static/chunks/0c_gibbzat2d.js, https://www.kraken.com/onboarding/_next/static/chunks/0n
ybwh7508z1.js, https://www.kraken.com/onboarding/_next/static/chunks/0_kjm-sxles7.js, https://www.kraken.co
m/onboarding/_next/static/chunks/15kj2ckilde57.js, https://www.kraken.com/onboarding/_next/static/chunks/01zanf
oaond5.js, https://www.kraken.com/onboarding/_next/static/chunks/0te001fxuh7i.js, https://www.kraken.com/onb
oarding/_next/static/chunks/1anc2yffrh2b.js, https://www.kraken.com/onboarding/_next/static/chunks/0zrq52m18
fj3.js, https://www.kraken.com/onboarding/_next/static/chunks/2hl-sqabjax.js, https://www.kraken.com/onboardin
g/_next/static/chunks/01hq0it5l83v.js, https://www.kraken.com/onboarding/_next/static/chunks/2if3eutozjyr.js, htt
ps://www.kraken.com/onboarding/_next/static/chunks/1ausmxr0awva.js, https://www.kraken.com/onboarding/_nex
t/static/chunks/27qp_q5hudg.js, https://www.kraken.com/onboarding/_next/static/chunks/1u_nv_as-n.js, http
s://www.kraken.com/onboarding/_next/static/chunks/2xam0vyq31vo.js, https://www.kraken.com/onboarding/_nex
t/static/chunks/1u7txjusfdur.js, https://www.kraken.com/onboarding/_next/static/chunks/05_h8q-xj7mo.js, https://
www.kraken.com/onboarding/_next/static/chunks/1b3pzzdlbfa.js, https://www.kraken.com/onboarding/_next/stati
c/chunks/1fe5-ffv81q3.js, https://www.kraken.com/onboarding/_next/static/chunks/250m203tnq8.js, https://ww
w.kraken.com/onboarding/_next/static/chunks/1spjmgtf70fw.js, https://www.kraken.com/onboarding/_next/static/c
hunks/11ldgvdcled2.js, https://www.kraken.com/onboarding/_next/static/chunks/3zlextu_nys.js, https://www.krak
en.com/onboarding/_next/static/chunks/0o-vcsmtcgt.js, https://www.kraken.com/onboarding/_next/static/chunk
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s/2m01knjh8_q-.js, https://www.kraken.com/onboarding/_next/static/chunks/0aq2scxf-wlpm.js, https://www.krake
n.com/onboarding/_next/static/chunks/3ou0fjh025eka.js, https://www.kraken.com/onboarding/_next/static/chunks/
2cut8v8gdmba.js, https://www.kraken.com/onboarding/_next/static/chunks/32s_mikv8fvc.js, https://www.kraken.
com/onboarding/_next/static/chunks/3ikpkptddbmvm.js, https://www.kraken.com/onboarding/_next/static/chunks/3
wm_imqa7e5lm.js, https://www.kraken.com/img/favicon.ico, https://www.kraken.com/config.json?v=development, ht
tps://www.kraken.com/onboarding/_next/static/chunks/38iabems2ui.js, https://www.kraken.com/onboarding/_nex
t/static/chunks/1jkj8_8jqd2zg.js, https://sg.kraken.com/v1/initialize?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOd
JmJaX71Wo7uZ&st=javascript-client&sv=3.33.3&t=17185105718&sid=b8be0782e-e7aca-335e3000
1&se=1, https://www.kraken.com/shared-locales/en-US/kycFlows.json, https://o552333.ingest.sentry.io/api/50281
5078112/envelope/?sentry_version=7&sentry_key=f51dd58e8fd1be100dbeb&sentry_client=sentry.jav
ascript.nextjs%2F10.23.0, https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJaX71
Wo7uZ&st=javascript-client&sv=3.33.3&t=17185105735&sid=b8be0782e-e7aca-335e30001&ec=1, h
ttps://assets.kraken.com/fonts/Kraken-Brand-Medium.a83a83c.woff2, https://fsdkvd0cfg.kraken.com/core-config/
config.json, https://iapi.kraken.com/api/internal/meta, https://iapi.kraken.com/api/internal/locale/v2/US, https://iapi.kr
aken.com/api/internal/slid, https://iapi.kraken.com/api/internal/session/expiration, https://sg.kraken.com/v1/rgstr?k=c
lient-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJaX71Wo7uZ&st=javascript-client-react&sv=3.33.3&t=17185105757
2&sid=b8be0782e-e7aca-335e30001&ec=7, https://assets.kraken.com/fonts/Kraken-Brand-Bold.ea25
a7.woff2, https://assets.kraken.com/fonts/Kraken-Brand-Regular.7c23fd8b.woff2, https://assets.kraken.com/font
s/Kraken-Product-Regular.8731a0.woff2, https://assets.kraken.com/fonts/Kraken-Product-Medium.e28e1.woff
2, https://sg.kraken.com/v1/rgstr?k=client-nadi3jKMpnZwuQdsuQuxqtqqMRvOdJmJaX71Wo7uZ&st=javascript-cli
ent-react&sv=3.33.3&t=17185105808&sid=b8be0782e-e7aca-335e30001&ec=3, https://iapi.kraken.
com/api/internal/rewards/referrals/code/h7pyzd5j, https://assets-cms.kraken.com/images/51n3hrp/facade/bd1e
b3f3bab33a185b7ebcbb8a0018100x00.png?w=200&fit=min&fm=webp, https://cdn.cookielaw.org/conse
nt/8238581-fe3f-218772bdde7f2/otSDKStub.js, https://fsdkvd0.kraken.com/events, https://fsdkvd0.krak
en.com/session?timestamp=17185105818&clientRequestId=ca2085b-e571-b85c55fcafdad&deviceId=
dcc5f5-e18e-52-a05a-afb0c5d20, https://metrics.nsureapi.com/KfqV/2TBs/nYy/3s?q=KxVsLnnXBGB
zPtzicI, https://ftlofs1.kraken.com/assets/loader.min.js, https://iapi.kraken.com/api/internal/basel/US_WA?accountTyp
e=individual, https://ftlofs1.kraken.com/assets/collector.min.8b3fea3.html?r=202018b3fea3#eyJsb2FkZXJJb
ml0VGltZSIMTc5MTg1MTA1ODcwMSwiZW5hYmxlQmlvbWV0cmljcyIdHJ1ZSwiZW5hYmxlRE5TIjp0cnVlLCJyZXZpc
2lvbiIIjIwMjYtMDktMTQtOGIzZmVhMyIsImyaWdpbiIImh0dHBzOi8vd3d3LmtyYWtlbi5jb20iLCJjb2xsZWN0b3JEb2
1haWiOiJmdGxvZnMxLmtyYWtlbi5jb20iLCJwaXhlbFVSTCIImh0dHBzOi8vZnRsb2ZzMi5rcmFrZWuY2tL3YxL2Iuc
G5nIiwiZG5zQmFzZURvbWFpbiIImQuc2FyZGluZS5haSIsImxvY2F0aWuIjoiaHR0cHMLy3d3cua3Jha2VuLmNvbS
zaWduLXVwP3BpZD11c2VyX2ludml0ZSZhZljaGFubmVsPXVzZXJfaW52aXRlJnNvdXJjZVjYWxsZXIYXBpX3YyJ
mFmX2RwPWtyYWtlbiUzQSUyRiUyRiZvbmVsaW5rX2lkPUpETlcmZGVlcFsaW5rX3ZhbHVlPXJlZmVycmFsJTJGaDd
weXpkNWomaW52aXRlQ2kZT1oN3B5emQ1aiZwbGFuX25hbWUcmFmLWNvbnN1bWVyLWxvb3Rib3gtMzAwLXVz
LWFwci0yMDI2LXVyZ2VuY3ktYWItcHRsJmMUkFGX2NvbnN1bWVyYXBwX3NoYXJlJnNob3J0bGluaz1jbHRvaTI1ciI
sInJlZmVycmVyIjoiIiwidXVpZCIImQyZTdiN2ViLWYwNDQtNGQxYy1iMGILWYzMTgzMzFiNTFkOCIsImNsaWVudElkI
joiN2FiNmEyZDEtMjljZS00MmFiLWE1M2EtM2ZkZjk5MDgZDk5Iiwic2Vzc2lvbktleSIIkFaSXdEd0NqYWFQVERyeklpc
mx2LVNmUHQclpqenlkRWZsMFpGU2ZOZDhmazQtN0l2bkdIOHdZeFFnX3NSWTYWjhyVGRYSnVLMTVacGRLanh
FUEpLVXpYSU1LZmlid2RiTmxEYmFKSzVxSU01ZDciLCJmbG3Ijoic2lnbnVwIiwiZW52aXJvbm1lbnQiOiJwcmkdWN0
aWuIiwiYXBpU3ViZGtYWluIjoiZnRsb2ZzMS5rcmFrZWuY2tIiwicGlZWxTdWJkb21haWiOiJmdGxvZnMyLmtyY
Wtlbi5jb20ifQ, https://iapi.kraken.com/api/internal/markets/assets?preferred_asset_name=new, https://cdn.cookie
law.org/consent/8238581-fe3f-218772bdde7f2/8238581-fe3f-218772bdde7f2.json, https://ft
lofs1.kraken.com/assets/collector.min.8b3fea3.js, https://w7eqqbca1kybr37uzcm2ctggtjpg.d.sardine.ai/bg.png,
https://ftlofs2.kraken.com/v1/b.png?sessionKey=AZIwDwCjaaPTDrzIirlv-SfPt8rZjzydEfl0ZFSfNd8fk7IvnGH8wYxQg
_sRY8Z8rTdXJuK15ZpdKjxEPJKUzXIMKfibwdbNlDbaJK5qIM5d7&clientId=7aba2d12ce-2ab-a53a-3fdf088d
&flow=signup, https://ftlofs1.kraken.com/v1/events, https://metrics.nsureapi.com/?ci=js/3.11.11&q=KxVsLnnXBGBz
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PtzicI

ASNs (3)
13335, 150, 382

Hashes (85)
00055f720052f000f51d8e17be5afa3522f02bf75d5e, 1afbd182dd0b8a38c
810f51005203de0d7bdc5d00100e, 5aefbe53dd5adf122c0bead5028d3c8fe0ae0e28852c53f
8c10, f7b857be31852500afe5103a52dc50fc1ffbd81addb355be80a, a5a3e0eedaa5ca5fad1fb8e5
dd51c52b538ddf1f03df520ddda1c, e777b28238b3e8ae0a528be7ee3ca0f538d5ee172ce5
2351cf0, 311c10152f0d7ebb1a3eefe85f21ffc1dab1d77025d2aed1b1f, 211bc832cb8d1a1b37f1fd2183
fc8ae5eba55d78151d2f15b13fb5, 8c0dae03b780dbbd2f871c3ef121d80a20cf11d57f27cd3f830
5cc, 3a11ec7f201c0d20d53f7fa8d28ebeceb2adaa7ee57da1baeae883b, 720c07d8ebc15d3172f1f3
db78eeab0871cd077b27bcaaeb1c02, f7718b7738c221e87387ca831b5ede0f730f8dbc188131f1ee
27a, 52f0bdd033008d2dae1f37f88ebc2517e5f75fd8d2abe87e, 88dfec50b23a7722df72d
7e587bfb3d50f3fcf31b3522ed058f3, 730eaedaea51d0377d28e805057eeafecaab10e83b8cbdf3
c53c88e, 175dce5a80d82f7be313b387751fd2a51ef825aaab2055a1, 2d5f2ac35cba0feee
daddaaed23bcadc2cdc1fd735a2debbb, 78a72e12e1732a0d337cc82dd3fdfd103e3edefd7c3cc
335e08f1, c3bedfd2771e5cbaaefa5b8c10fd58e2cb5e2203835fe32a528, a80bf8edd2cdce2
ed512d78355b875b7770f157a2121553bf, 28a010fac8ffd0db1cdbd81121377885fdfdd78af8
d81ce2ee00d, 0cada0f35cfc30ae888b30e07d1d71a23ea820585c70fb3f00e7cc3, 8fb113ebeb0dfe1a
f217f2be1abd1b57ba0f20b27f73032dad37, 11f8fdd255c3d550acabc22cef871dffa5d3bcedb0fdf
5cceab2720, 3037fa8c135d1eeaedb88fed13f5cc38f22031ceedac2d2f533815, ff0efbe05a77ef2
c38f78a7a7810373bd205d17bd7cdf11afa80ef5d, b35e88fbe88daaf5f3dd5350d30aa13e122a7ddf0
3f7f0bf8df, 1ddcd15715b03d5a2d50e83b8e27083c530135c5870, 122111bc518b3
73eeec823307eddbb371d3ca28d3dcbeb280, d0503fb335807b1e2dfbc1221c17c1fa
53378e75fb1ae33, b220ba1aa5127e3058bcaf723b3880dc38ba87bc83db727deb217f, f2158e15d
85210f2371bda51d5cda2bb1cbbc3e0ab02b07bcf, 8ec7bdc5cbffc888885e2110e0ffce88bdd
ab11e327be07a7af, baa2f8e3d817e1e8b7107532ddcfb555ed3011710f13310b358, 13707811f0
a2a2a318b52e2a5cf7511ab8f2db070ce3b582acaed5, 5c1be78e3517f12e8bb23b1ca1852e2ad0b0
ed5e1501377e80ffd, fadc3087ceaf1a2e5ba7c7deb7508d58c75f03a58d70eaead51df, fec872
cfdeefdf277b8f0b231ef1dfbc51a5c57d03ee5, 781f307b51ff8aa78383fa1e1d8f0ef785
aabbcb85081d1af2, 88370cb5c5e85733b85fdbc30b3b1a72c5de5ea0a358cde8f, 2785c7
227cdc81757b015afddd2d80727d3be05bf1e55ef7e2ab, ed5aa8e051be7d302ed5dce782c5
c2f2538aa02bc051f0f08ea311, 055f5d3a00b381da075bf358a858c8c23bc8e838c2cb78050e, 3
ca0725ee757087110d3e85efcafde02abd1a0b1dd377d8d0c815f3, 7e5bddfc8fcddf150773ceccc
de2cb2133fa85c5fd8fcedb030, edd8f07c0850152803102ec27f12072c00dd5b210dfbbdaf752082
, 1ca8a188d81a3a78cc851a8ace21e8da887fd0777ca0e5acde, e5b15a131cedffa87e33a2ae8a
38ffb1f5a755bfcc0d8025ffc05e, b28b3f3a7f2ce72fd1cc021a81ff3853831dfa88bf1075873b20e,
ac0cbcf070df7f0ae50eb3e0e0ef3c2e1fad1d8a2edb8a201f, ee00d80c835df2b0a38181f000ff
8b0ab87dd33fdf18dd7aba8b, 51e2a0f510a3120118b80ec0ecb15ae713f8be3dc5f502bbf
, 0015dbfbbe0a33877fb5cfe0b503217abe137e2e0d350ad0c708, e30ab1fea7af3dbdcd2b8a07f
3dae3de735bae535b525277853, f1ba28aeec1bc81e11fab258ffdba778b5c2b7c12b7b337e33
edfd, 7f7f0cb373f8300521dbc5c2d5e5fa35bfdec032d78ad221b5f583, ab7b717f137bee8d8babc0
d21c3feed72bf103c8ea12085ca0c755, fe2d5188a53d220e121f8da031d25ab53becc5f70df
521cb, 8c383ee8bdebaec750ca21817cdec5acecb301212ef8a708b3, 0ba28f0105cf2dec82cb
0cd2cc50b15b18fbaca3c1a8e12, df7111ecfb2cf58d31371ed7f1ddf828dd71c0208d5a
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3e52ade3, e0dd1fbed22cfd3ffdf3acd07d0bc287781fd5e00d55d2ad50, fad070a02fea10f72a01
781eec385533b2b032dce515e55c8a730, c55e57777ec0d733dca7850d00aa5eb8e12f13ebb2ed
5add308f7, 10ac2775fe1b7d80f1f8bd31c3bf8ecaea557ee2dcc8e81b5221, 70ded188cf8021
ac35e3b2e2a7fb102dce5c28e1e38a28f81fb11, bdeec77a85207527c5bc71ccb0e3dc272ebe7d82c11
b2fb7d5c7c5c, 8bb032011510ffd5105bdd1ae8c5a3bf8730e0e3cfbd83558027ddb, e80ccd25f7e2
5e1cc1783dbcc7c7ba12ae5123201bdf722d3af, 83af7e15ccc7ec778a1edc0eaec2c3d73e12523
bfc81f37f2dee, c211e55eccf878c8eb21a22bb22c8785283debc580f7a73fada2b, 0e07cfa17ba3d
be825a5a1a3d5ae7155de1720ff820dcb2db0ab0bb, f517d33cbcdfadb103b8d8a81e15333be001fa10
cb82a2afca203f8, 0515f0f5c72d05dd75888c783db1028ebab3ffa3118d03c877e233, 02edaf750fb
807e7e83e0c028ce328a8bf1177328ef05150f3, 8a2dfd58a2b27d27311b30582a0ac8cf
5b8a8e5cdd7d11, f3f75f8e2bed7aa11375ab75db303f077dddc7ed11f5bd07abcc, b7051d
a2f20efc7d21ef078bc2a1e8c1ed1f508b1fbf5517f2, dcc7b8ae85c52bf1c1ecb28effedaf382a7a
a2a83cbedaf5ee3, 05c32bd8e7b7a2ce270b25a25beb8b22501e5cdc27b5f0d0, 3ef318
db5d0d0cebae0ae22b1158335cdc7ce2783132cf55058, bfbb5170aee03ef88d7f18027281a
3adf8ccdcf3da5b7f3820faf08, e153f1052011e8ffb77deff1af10f3d7a0f5021ca32ca3ae7c125, 5515
2, 1da2217750ca7533f5e5f3fa18f1b7f1fdd71513a71bc51e1
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Agent Readiness

Level 1 Basic Web Presence

Discoverability (2/ pass)

Name Status Goal Message

robots.txt Pass Publish /robots.txt with clear crawl rules robots.txt exists with valid format

Sitemap Pass Publish a sitemap and reference it from robo
ts.txt

sitemap.xml exists with valid structur
e

Link Headers Fail Include Link response headers for agent dis
covery RFC 8288

No Link headers found on target pag
e

DNS for AI Disc
overy DNSAI
D

Fail Publish DNSAID records through your dom
ain so others can find and use your AI bots

DNS for AI Discovery DNSAID) well-
known entrypoint records not found

Content Accessibility (0/1 pass)

Name Status Goal Message

Markdown Ne
gotiation Fail Support Accept: text/markdown content negotiation fo

r machine-readable content
Site does not support Markd
own for Agents

Bot Access Control (1/3 pass)

Name Status Goal Message

AI Crawl
er Rules Pass Add User-agent rules for AI crawlers like GP

TBot, Claude-Web, and others
No AI-specific bot rules; wildcard rules apply
to all crawlers including AI bots

Content
Signals Fail Declare AI content usage preferences with

Content Signals in robots.txt No Content Signals found in robots.txt

Web Bot
Auth

Neutr
al

Let your site identify itself as a bot with Web
Bot Auth

Web Bot Auth directory not found (informatio
nal only)

Protocol Discovery (2/ pass)

Name Status Goal Message

API Catalo
g Pass Publish an API catalog for automated API disc

overy RFC 727 API Catalog found with 1 API listed

OAuth/OID
C Discover
y

Pass Publish OAuth/OIDC discovery metadata so a
gents can authenticate with your APIs

OAuth 2.0 RFC 81) discovery metadat
a found

OAuth Prot
ected Reso
urce

Fail Publish OAuth Protected Resource Metadata
so agents can discover how to authenticate

No OAuth Protected Resource Metadata f
ound

Auth.md Fail Publish auth.md with login instructions for AI
bots registering on behalf of a user auth.md not found
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MCP Serve
r Card Fail Publish an MCP Server Card for agent discov

ery

/.well-known/mcp.json returned JSON bu
t missing required fields (need serverInf
o.name or name)

A2A Agent
Card Fail Publish an A2A Agent Card for agent-to-agen

t discovery A2A Agent Card not found

Agent Skill
s Fail Publish an agent skills discovery index Agent Skills index not found

WebMCP Fail Support WebMCP to expose site tools to AI a
gents via the browser No WebMCP tools detected on page load

Agentic Re
source Dis
covery

Fail
Publish an ARD catalog at /.well-known/ard.js
on so agents can discover available resource
s and capabilities

ARD capability manifest not found

Commerce (0/5 pass)

Name Status Goal Message

x02 Protocol Neutr
al

Support x02 protocol for agent-native HTTP
payments

x02 payment protocol not detecte
d (not a commerce site)

Model Payments
Protocol

Neutr
al

Support the Model Payments Protocol MPP
for AI model-driven payments

MPP payment discovery not detect
ed (not a commerce site)

Universal Comm
erce Protocol

Neutr
al

Enable content payments via Universal Comm
erce Protocol

UCP profile not found (not a comm
erce site)

Agentic Commer
ce Protocol

Neutr
al

Publish ACP discovery metadata so agents ca
n discover your commerce API

ACP discovery document not found
(not a commerce site)

Agent Payments
Protocol

Neutr
al

Support the Agent Payments Protocol AP2) f
or secure agent-driven payments

AP2 not detected (no A2A Agent C
ard) (not a commerce site)

Next level: Level 2  Bot-Aware

Declare AI content usage preferences with Content Signals in robots.txt


