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URL Scan Report

Scan report for 'https://www.privacy.com/referral'
Scan ID : a5ec523f803cdb277bf00

No classification — No immediate security risks are detected at this URL.

Summary

Scan ID a5ec523f803cdb277bf00 Submitted URL https://app.privacy.com/join/BSPU7

Report finished: October 12, 202 5 PM 2 IPs 8

2 countries 1 2 domains 

2 transactions 5

Web page components and interactions

HTML  Stylesheets 2

Scripts 11 Fonts 

Images 

Technologies - 3 identified

Name Description

jsDeli
vr

JSDelivr is a free public CDN for open-source projects. It can serve web files directly from the npm regist
ry and GitHub repositories without any configuration.

Cloud
flare

Cloudflare is a web-infrastructure and website-security company, providing content-delivery-network se
rvices, DDoS mitigation, Internet security, and distributed domain-name-server services.

HTT
P/3

HTTP/3 is the third major version of the Hypertext Transfer Protocol used to exchange information on the
World Wide Web.
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Screenshots
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Security

Risks 0 found Security headers 2 found

Security violations 0 found Certificates 7 found

Security headers: %{number} found

Name Value

x-frame-options SAMEORIGIN

content-security-policy frame-ancestors 'self'

Not set
strict-transport-security
x-content-type-options
referrer-policy
clear-site-data
x-permitted-cross-domain-policies
permissions-policy
cross-origin-embedder-policy
cross-origin-opener-policy
cross-origin-resource-policy
x-xss-protection
feature-policy
expect-ct
public-key-pins

Certificates: %{number} found

Subject Issue date Expiry date

www.privacy.com 10/11/202 10/12/2027

cdn.prod.website-files.com 10/11/202 10/12/2027

d3e5v103j8qbb.cloudfront.net 10/11/202 10/12/2027

cdn.jsdelivr.net 10/11/202 10/12/2027

app.optibase.io 10/11/202 10/12/2027

e.privacy.com 10/11/202 10/12/2027

www.dubcdn.com 10/11/202 10/12/2027
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Network

HTTP transactions 5 detected DNS records  found

HTTP transactions: 5 detected

Method URL Status Type

GET htt
p/1.1 https://app.privacy.com/join/BSPU7 302 text/ht

ml

GET htt
p/1.1 https://privacy.com/referral/BSPU7 301 text/ht

ml

GET htt
p/1.1 https://www.privacy.com/referral/BSPU7 301 text/ht

ml

GET htt
p/1.1 https://www.privacy.com/referral 200 text/ht

ml

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/css/privacy-stagin
g.webflow.shared.5b18fa3.min.css 200

OPTIO
NS htt
p/1.1

https://d3e5v103j8qbb.cloudfront.net/js/jquery-3.5.1.min.dc5e7f18c8.js?site=35
e57a1c8ed8f8e285ae 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.schun
k.b23a7fed2d352.js 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.schun
k.db50ad0cadb7d.js 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.baadb
8b.3fb8b12ed217d15.js 200

GET htt
p/1.1 https://cdn.jsdelivr.net/npm/@tabler/icons-webfont@latest/dist/tabler-icons.min.css 200 text/cs

s

GET htt
p/1.1 https://app.optibase.io/script.js 200

applic
ation/j
avascr
ipt

GET htt
p/1.1 https://cdn.prod.website-files.com/gsap/3.15.0/gsap.min.js 200

text/ja
vascri
pt

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/css/privacy-stagin
g.webflow.shared.5b18fa3.min.css 200 text/cs

s

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.schun
k.b23a7fed2d352.js 200

text/ja
vascri
pt
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GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.schun
k.db50ad0cadb7d.js 200

text/ja
vascri
pt

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.baadb
8b.3fb8b12ed217d15.js 200

text/ja
vascri
pt

GET htt
p/1.1 https://cdn.jsdelivr.net/npm/@finsweet/attributes-scrolldisable@1/scrolldisable.js 200

applic
ation/j
avascr
ipt

OPTIO
NS htt
p/1.1

https://e.privacy.com/static/array.js 200

GET htt
p/1.1 https://www.dubcdn.com/analytics/script.js 200

applic
ation/j
avascr
ipt

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332dd5a583e
aabf8a1_Inter-SemiBold.woff2 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7528dc7d
bb51bbd_FKGrotesk-Bold.woff2 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332d7fcfefa5dc
d87b5_Inter-ExtraBold.woff2 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332ddccfe5a
fb802bb_Inter-Regular.woff2 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7d0fed
8f5320bc_FKGrotesk-Regular.woff2 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7b1d5e1
cc220_FKGrotesk-Black.woff2 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332d8b3c0d
8a5cccae5a_Inter-Bold.woff2 200

OPTIO
NS htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/8ad1a2b31
dc785b_FKGrotesk-Medium.woff2 200

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/a3323a2b
1a8daf0_72337b8fbc05b122851eada_homepage-hero-p-800.png 200 image/

png

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7337013bacb773
722ee0f_forbes.png 200 image/

png
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GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/73370131e
f8305d122_wirecutter.png

200 image/
png

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/73370131b8e
bfce3cf50_techcrunch.png 200 image/

png

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7bb3185ee3d2
f3ebf8_wsj.webp 200 image/

webp

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7337013fc7c
5ea1d08_today.png 200 image/

png

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/5b33eaa1
ca5e058d_lock.png 200 image/

png

OPTIO
NS htt
p/1.1

https://app.optibase.io/api/script/active?publicApiKey=cmr1zm7800pymclv8urnhsf
z&hostname=www.privacy.com 20

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332dd5a583e
aabf8a1_Inter-SemiBold.woff2 200 font/w

off2

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332ddccfe5a
fb802bb_Inter-Regular.woff2 200 font/w

off2

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7528dc7d
bb51bbd_FKGrotesk-Bold.woff2 200

applic
ation/o
ctet-st
ream

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332d7fcfefa5dc
d87b5_Inter-ExtraBold.woff2 200 font/w

off2

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332d8b3c0d
8a5cccae5a_Inter-Bold.woff2 200 font/w

off2

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/8ad1a2b31
dc785b_FKGrotesk-Medium.woff2 200

applic
ation/o
ctet-st
ream

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7b1d5e1
cc220_FKGrotesk-Black.woff2 200

applic
ation/o
ctet-st
ream

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7d0fed
8f5320bc_FKGrotesk-Regular.woff2 200

applic
ation/o
ctet-st
ream

GET htt
p/1.1 https://e.privacy.com/static/array.js 200

applic
ation/j
avascr
ipt

OPTIO
NS htt
p/1.1

https://e.privacy.com/array/phc_z78XDAfiwKhi5klXMNhOlvJ5YHKJhk8tbJpv7N
zP/config.js 200
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GET htt
p/1.1

https://e.privacy.com/array/phc_z78XDAfiwKhi5klXMNhOlvJ5YHKJhk8tbJpv7N
zP/config.js 200

applic
ation/j
avascr
ipt

OPTIO
NS htt
p/1.1

https://e.privacy.com/static/1.38./surveys.js 200

OPTIO
NS htt
p/1.1

https://e.privacy.com/static/1.38./exception-autocapture.js 200

OPTIO
NS htt
p/1.1

https://e.privacy.com/flags/?v=2 200

POST h
ttp/1.1 https://e.privacy.com/flags/?v=2 200

applic
ation/j
son

GET htt
p/1.1 https://e.privacy.com/static/1.38./exception-autocapture.js 200

applic
ation/j
avascr
ipt

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/a5c33537c
ceef1bb_icon.png 200 image/

png

GET htt
p/1.1 https://e.privacy.com/static/1.38./surveys.js 200

applic
ation/j
avascr
ipt

GET htt
p/1.1

https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/37bd8e32d8
cbad2e5c1a_favicon.png 200 image/

png

DNS records:  found

Name Type Content

www.privacy.com CNAME cdn.webflow.com.

cdn.webflow.com A 18.202.211.1

www.privacy.com CNAME cdn.webflow.com.

cdn.webflow.com AAAA 220:cb:20001
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Behavior

JavaScript variables 82 Console log messages 5

Cookies 3 Links 2

Cookies: 3 found

Name Domain Path Secure HTTP
only

ph_phc_z78XDAfiwKhi5klXMNhOlvJ5YHKJhk8tbJpv7NzP_posth
og

.privacy.co
m / Yes No

_cfuvid .privacy.co
m / Yes Yes

promoInviteToken .privacy.co
m / No No

Console log messages: 5 found

Type Text URL

error

Access to script at 'https://d3e5v103j8qbb.cloudfront.net/js/jquery-3.5.1.mi
n.dc5e7f18c8.js?site=35e57a1c8ed8f8e285ae' from origin 'https://ww
w.privacy.com' has been blocked by CORS policy: Request header field sign
ature-agent is not allowed by Access-Control-Allow-Headers in preflight res
ponse.

https://www.privacy.com/r
eferral

error Failed to load resource: net::ERR_FAILED

https://d3e5v103j8qbb.cl
oudfront.net/js/jquery-3.5.
1.min.dc5e7f18c8.js?site=
35e57a1c8ed8f8e285a
e

error

Access to fetch at 'https://app.optibase.io/api/script/active?publicApiKey=c
mr1zm7800pymclv8urnhsfz&hostname=www.privacy.com' from origin 'htt
ps://www.privacy.com' has been blocked by CORS policy: Request header fi
eld signature is not allowed by Access-Control-Allow-Headers in preflight re
sponse.

https://www.privacy.com/r
eferral

error Failed to load resource: net::ERR_FAILED

https://app.optibase.io/ap
i/script/active?publicApiKe
y=cmr1zm7800pymclv8u
rnhsfz&hostname=www.pr
ivacy.com

error Optibase] Encountered an error: JSHandle@error https://app.optibase.io/scri
pt.js
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Indicators

IPs (8)
10.18.11.117, 10.21.28.110, 13.20.157.11, 13.20.10.38, 151.101.5.22, 172.7.218.13, 18.202.211.1, 52.223.1.2
8

Domains ()
app.optibase.io, app.privacy.com, cdn.jsdelivr.net, cdn.prod.website-files.com, d3e5v103j8qbb.cloudfront.net, e.pri
vacy.com, privacy.com, www.dubcdn.com, www.privacy.com

URLs (37)
https://app.privacy.com/join/BSPU7, https://privacy.com/referral/BSPU7, https://www.privacy.com/referral/BSPU7, htt
ps://www.privacy.com/referral, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/css/privacy-stagin
g.webflow.shared.5b18fa3.min.css, https://d3e5v103j8qbb.cloudfront.net/js/jquery-3.5.1.min.dc5e7f18c8.js?site=
35e57a1c8ed8f8e285ae, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.schunk.b
23a7fed2d352.js, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.schunk.db50ad
0cadb7d.js, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/js/webflow.baadb8b.3fb8b12ed217
d15.js, https://cdn.jsdelivr.net/npm/@tabler/icons-webfont@latest/dist/tabler-icons.min.css, https://app.optibase.io/s
cript.js, https://cdn.prod.website-files.com/gsap/3.15.0/gsap.min.js, https://cdn.jsdelivr.net/npm/@finsweet/attributes
-scrolldisable@1/scrolldisable.js, https://e.privacy.com/static/array.js, https://www.dubcdn.com/analytics/script.js, ht
tps://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332dd5a583eaabf8a1_Inter-SemiBold.woff2,
https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7528dc7dbb51bbd_FKGrotesk-Bold.wof
f2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332d7fcfefa5dcd87b5_Inter-ExtraBold.wo
ff2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332ddccfe5afb802bb_Inter-Regular.wof
f2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7d0fed8f5320bc_FKGrotesk-Regul
ar.woff2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/3c30e7b1d5e1cc220_FKGrotesk-
Black.woff2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7332d8b3c0d8a5cccae5a_Inter-B
old.woff2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/8ad1a2b31dc785b_FKGrotesk
Medium.woff2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/a3323a2b1a8daf0_72
337b8fbc05b122851eada_homepage-hero-p-800.png, https://cdn.prod.website-files.com/35e57a1c8e
d8f8e285ae/7337013bacb773722ee0f_forbes.png, https://cdn.prod.website-files.com/35e57a1c8ed8f8e2
85ae/73370131ef8305d122_wirecutter.png, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/
73370131b8ebfce3cf50_techcrunch.png, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7b
b3185ee3d2f3ebf8_wsj.webp, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/7337013fc7
c5ea1d08_today.png, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/5b33eaa1ca5e0
58d_lock.png, https://app.optibase.io/api/script/active?publicApiKey=cmr1zm7800pymclv8urnhsfz&hostname=ww
w.privacy.com, https://e.privacy.com/array/phc_z78XDAfiwKhi5klXMNhOlvJ5YHKJhk8tbJpv7NzP/config.js, http
s://e.privacy.com/static/1.38./surveys.js, https://e.privacy.com/static/1.38./exception-autocapture.js, https://e.pr
ivacy.com/flags/?v=2, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/a5c33537cceef1b
b_icon.png, https://cdn.prod.website-files.com/35e57a1c8ed8f8e285ae/37bd8e32d8cbad2e5c1a_favicon.
png

ASNs ()
13335, 150, 5113, 2022

Hashes (2)
03a501a0ee3ac2ffe50bf3af8e3e7fcda00ac03ecc5000e55e3, ca0bc3515ac70d10b2d7b171be
2a8ac81387ef1c52dd7aaa1c5fdf0, e25733005ddac8b118ca7bac282b0c7b1a7120ca0a01e301338e8
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c, 2bba7f83d212a2bcf5c8803c1dd1d0a738038570fbb, a70bc73071b3e25f1321178
bfaebb3872e23108abd5c8a8d87a07, 0175b3be5f32fb072edb5dc8e0ce3ab00fc0df2f08cdf55
2cd858, feba83c25f8350f57cd51553cdd08511b2d7fca73bd5cb, f07fc73e8a037a85e
5a3cbdcee07d0fa85f78d0ec5f7, e83dcf850ec07e07db0dac2382ac0cbc2e17aebf7
3e0bca2bc, 1e5238e877a2d1db85f583e510518ab3c2ec5c2dade7e802e13, 201c5f11d3ffd22ee
bd853a5a0a870a83f5888af1755ccdd5ddfff1, 05c0a1c01d7318ae21f1dfa5c8c22072d2bc50de7
3fe21ba7, db53eff2b3cd7317dd5ea2b323e8a51f58dfaf05f082fb135, 88e2822dfaf77e38
52dd37f1f0ca25302fa01017ab70abb0f7332afe, 2f5ae5bb0b828fa1c83bc3ffaadb87c7af5f730a0
01fbaa3a57508, 380b8eb02f3fccb2c150efec2ae15dfd3f1223fddab81e72cdfff, a8151fb0db58f13
38c83b7b10d515ebab075da055b21a1b03, d3acda751f73a812d37e0beafb0c015f732d1c3baf7c
c2ad1bcdcd2, ecf3db1817c8fbfced0072d5acbdafd31b7ed58b21873fbc5ac, f8080ac70ab3a85
afeb8fa182a020ae1bd83735e273e25ff17, 513b0cc7110d75f1b1aec81dd870f5dca8c28bf58b552
e3d577a3f8b, 5175c8abcdbb5e2af8ffb2e1dffbe3cc5cd08c7bd0a750d58, daf2e5f011a8527
51012da2e375cbd358b7c210f5a852813a020d, 3a27f1c171773e213a2f0bf51a8bfedc07fe81c
da20ce1ca58, 718527127, a207837ffc832f3a2d73fa33e53bb5f2288735385583a0cfbd
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Agent Readiness

Level 1 Basic Web Presence

Discoverability (2/ pass)

Name Status Goal Message

robots.txt Pass Publish /robots.txt with clear crawl rules robots.txt exists with valid format

Sitemap Pass Publish a sitemap and reference it from robo
ts.txt

sitemap.xml exists with valid structur
e

Link Headers Fail Include Link response headers for agent dis
covery RFC 8288

Link headers present but no agent-us
eful relation types found

DNS for AI Disc
overy DNSAI
D

Fail Publish DNSAID records through your dom
ain so others can find and use your AI bots

DNS for AI Discovery DNSAID) well-
known entrypoint records not found

Content Accessibility (0/1 pass)

Name Status Goal Message

Markdown Ne
gotiation Fail Support Accept: text/markdown content negotiation fo

r machine-readable content
Site does not support Markd
own for Agents

Bot Access Control (1/3 pass)

Name Status Goal Message

AI Crawl
er Rules Pass Add User-agent rules for AI crawlers like GP

TBot, Claude-Web, and others
No AI-specific bot rules; wildcard rules apply
to all crawlers including AI bots

Content
Signals Fail Declare AI content usage preferences with

Content Signals in robots.txt No Content Signals found in robots.txt

Web Bot
Auth

Neutr
al

Let your site identify itself as a bot with Web
Bot Auth

Web Bot Auth directory not found (informatio
nal only)

Protocol Discovery (0/ pass)

Name Status Goal Message

API Catalog Fail Publish an API catalog for automated API discovery RFC 
727 API Catalog not found

OAuth/OIDC Di
scovery Fail Publish OAuth/OIDC discovery metadata so agents can aut

henticate with your APIs
No OAuth/OIDC discove
ry metadata found

OAuth Protecte
d Resource Fail Publish OAuth Protected Resource Metadata so agents can

discover how to authenticate
No OAuth Protected Res
ource Metadata found

Auth.md Fail Publish auth.md with login instructions for AI bots registeri
ng on behalf of a user auth.md not found

MCP Server C
ard Fail Publish an MCP Server Card for agent discovery MCP Server Card not fo

und
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A2A Agent Car
d Fail Publish an A2A Agent Card for agent-to-agent discovery A2A Agent Card not fou

nd

Agent Skills Fail Publish an agent skills discovery index Agent Skills index not fo
und

WebMCP Fail Support WebMCP to expose site tools to AI agents via the
browser

No WebMCP tools detec
ted on page load

Agentic Resour
ce Discovery Fail Publish an ARD catalog at /.well-known/ard.json so agents

can discover available resources and capabilities
ARD capability manifest
not found

Commerce (0/5 pass)

Name Status Goal Message

x02 Protocol Neutr
al

Support x02 protocol for agent-native HTTP
payments

x02 payment protocol not detecte
d (not a commerce site)

Model Payments
Protocol

Neutr
al

Support the Model Payments Protocol MPP
for AI model-driven payments

MPP payment discovery not detect
ed (not a commerce site)

Universal Comm
erce Protocol

Neutr
al

Enable content payments via Universal Comm
erce Protocol

UCP profile not found (not a comm
erce site)

Agentic Commer
ce Protocol

Neutr
al

Publish ACP discovery metadata so agents ca
n discover your commerce API

ACP discovery document not found
(not a commerce site)

Agent Payments
Protocol

Neutr
al

Support the Agent Payments Protocol AP2) f
or secure agent-driven payments

AP2 not detected (no A2A Agent C
ard) (not a commerce site)

Next level: Level 2  Bot-Aware
Declare AI content usage preferences with Content Signals in robots.txt


