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CLOUDFLARE

Scan report for 'https://pr.tn/ref/YH2HX9JT'

Scan ID: : 063b4b53-3f63-43f0-9dcf-bc8fdc3ab010

No classification — No immediate security risks are detected at this URL.

Summary

Scan ID: 063b4b53-3f63-43f0-9dcf-bc8fdc3ab010 Submitted URL: https://pr.tn/ref/YH2HX9J1
Report finished: October 12, 2026 7:51 PM 2 1Ps 3
2 countries 1 2 domains 3
2 transactions 51

Web page components and interactions

HTML 2 Stylesheets 2
Scripts 20 Fonts 2
Images 6

Technologies - 2 identified
Name Description

WebA  WebAssembly (abbreviated Wasm) is a binary instruction format for a stack-based virtual machine. Was
ssem  mis designed as a portable compilation target for programming languages, enabling deployment on the
bly web for client and server applications.

HTTP Strict Transport Security (HSTS) informs browsers that the site should only be accessed using HTT

HSTS PS.
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Screenshots

Proton

Already have an account? Sign in

Sign up and get US$20 in credits

You're invited to join 100M+ people who chose to stay in control of their
data with Proton’s encrypted ecosystem. Pick a service to get started.

5:) w wm o v

Bundle Mail Drive Pass VPN

OO  Proton Unlimited
Comprehensive privacy and security suite.

500 GB total encrypted storage
< ™ 15 email addresses, 3 email domains )
7 10 high-speed VPN connections

¢ 50 vaults for your passwords

Continue with Proton Unlimited

Privacy policy Terms Needhelp? CHF ~ @ English ~
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Security
Risks 0 found Security headers 7 found
Security violations 0 found Certificates 2 found

Security headers: %{number} found

Name Value

strict-

trans

port-  max-age=31536000; includeSubDomains; preload

secur

ity

X-con

tent-t

ype- nosniff

optio

ns
default-src 'self'; connect-src 'self' blob: https://proton.me https://*protonmail.com https://protonvpn.co

conte m; script-src 'self ‘Wasm—unsafe.—eyal‘ b]ob: 'sha256—eAhF1chchBTXMénMW7SYBdVOc3wach’I77T

nt-se Q692g="; style-src 'self' 'uqsafe-mlme‘; img-src http: .https: data: blob: cid:; frame-src 'self plob: data: ht

curity tps://wwyv.youtube—nocook|e.com https://gccount—apl.proton.me https://lumo.proton.me; object-src 'self'

_polic blob:; child-src 'self' data: blob:; report-uri https://reports.proton.me/reports/csp; frame-ancestors http
s://verify.proton.me https://mail.proton.me https://calendar.proton.me https://drive.proton.me https://acc

y ount-api.proton.me https://docs.proton.me https://lumo.proton.me https://wallet.proton.me https://meet.p
roton.me;

referr

er-pol  strict-origin-when-cross-origin

icy

X-per

mitte

d-cro

ss-do  none

main-

polici

es

X-XSS

ot g

ectio

n

expe - "

ct-ct max-age=2592000; enforce; report-uri="https://reports.proton.me/reports/tls

Not set

e x-frame-options

e clear-site-data

e permissions-policy

e cross-origin-embedder-policy
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cross-origin-opener-policy
cross-origin-resource-policy
feature-policy
public-key-pins

Certificates: % {number} found

Subject Issue date Expiry date
account.proton.me 10/11/2026 10/12/2027
account-api.proton.me 10/11/2026 10/12/2027
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Network

HTTP transactions

51 detected DNS records

HTTP transactions: 51 detected

Method URL

S/E: Nt | ttps://pr.tn/ref/YH2HX9J1

S/E; ht https://account.proton.me/refer-a-friend?referrer=YH2HX9J1

GET htt . .

o/ https://account.proton.me/assets/static/public-index.d9694cdc.css

GET htt . . .

o1 https://account.proton.me/assets/static/runtime.13a949€0.js

S/E: ht https://account.proton.me/assets/static/pre.efe2bc01.js

GET htt . . .

o1 https://account.proton.me/assets/static/public-index.3bbaé7ef.js

GET htt . .

o1 https://account.proton.me/assets/static/unsupported.5bd9198b.js

GET htt . .

o1 https://account.proton.me/assets/static/5398.3¢3357fb.chunk.js

GET htt . .

011 https://account.proton.me/assets/static/2451.f30a6341.chunk.js

GET htt . .

011 https://account.proton.me/assets/static/9373.46dc5f43.chunk.js

GET htt . .

o/ https://account.proton.me/assets/static/8673.dc32¢e1f0.chunk.js

GET htt . .

o/ https://account.proton.me/assets/static/2378.c253cle4.chunk.js

GET htt . .

o/ https://account.proton.me/assets/static/3192.2c252€e1b.chunk.js

GET htt . . .

o/ https://account.proton.me/assets/static/PublicApplnteractive.8514ffc7.css
GET htt  https://account.proton.me/assets/static/sprite-icons.0698ea656a32ch8902ab.
p/11 svg

GET htt P

o/ https://account.proton.me/assets/static/file-icons.513b6cf6e3f2d0fb7e72.svg
GET htt . .

o/ https://account.proton.me/assets/static/favicon.85478299dafc69454be0.svg

about:srcdoc

Status

302

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

10/12/26, 7:54 PM

1found

Type

text/html

text/css
text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/css

image/svg
+xml

image/svg
+xml

image/svg
+xml
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GET htt

p/11

GET htt

p/11

GET htt

p/11

GET htt

p/11

GET htt

p/11

GET htt

p/11

GET htt

p/1.1

GET htt

p/11

GET htt

p/11

GET htt

p/11

GET htt

p/11

GET htt

p/11

GET htt

p/11

POST h

ttp/1.1

POST h

ttp/1.1

POST h

ttp/1.1

POST h

ttp/1.1

GET htt

p/11

GET htt

p/11

POST h

ttp/1.1

about:srcdoc

https://account.proton.me/assets/static/InterVariable.c504db5c06caaf7cdfba.
woff2

https://account.proton.me/assets/static/3192.2c252¢e1b.chunk.js

https://account.proton.me/assets/static/2083.98cd1375.chunk.js

https://account.proton.me/assets/static/5453.a43a46a6.chunk.js

https://account.proton.me/assets/static/9832.4897cd5e.chunk.js

https://account.proton.me/assets/favicon.ico

https://account.proton.me/assets/static/8876.d775d719.chunk.js

https://account.proton.me/assets/static/823.c672fc58.chunk.js

https://account.proton.me/assets/static/5456.5ff0fae2.chunk.js

https://account.proton.me/assets/static/PublicApplnteractive.3f862744.chunk.j
s

https://account.proton.me/assets/static/5456.5ff0fae2.chunk.js

https://account-api.proton.me/challenge/v4/htmI?Type=0&Name=unauth&Lang
=en-US&Dir=lItr

https://account.proton.me/api/core/v4/referrals/info

https://account.proton.me/api/auth/v4/sessions

https://account.proton.me/api/core/v4/auth/cookies

https://account.proton.me/api/data/v1/telemetry

https://account.proton.me/api/data/v1/telemetry

https://account.proton.me/api/core/v4/trials/YH2HX9J1

https://account.proton.me/api/feature/v2/frontend?sessionld=%5Bsessionld+r
edacted%5D&appName=-&environment=default

https://account.proton.me/api/auth/v4/sessions/payload

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

10/12/26, 7:54 PM

font/woff2

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt
text/javascr
ipt

image/vnd.
microsoft.i
con

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/javascr
ipt

text/html

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json
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GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/11

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/1.1

GET htt
p/1.1

POST h
ttp/1.1

POST h
ttp/1.1

POST h
ttp/1.1

POST h
ttp/1.1

https://account.proton.me/assets/static/pass-rust-core/password.f64c3df1.chu
nk.js

https://account.proton.me/api/domains/available?Type=signup

https://account.proton.me/api/core/v4/referrals/identifiers/YH2HX9J1

https://account.proton.me/api/payments/v4/plans

https://account.proton.me/api/payments/v4/plans/default

https://account.proton.me/api/payments/v5/status

https://account.proton.me/assets/static/bundle-products.d33004b32332c0d2
6fle.svg

https://account.proton.me/assets/static/bundle.a747eed067c65a4787ae.svg

https://account.proton.me/91e63b5f5d6b672671b3.module.wasm

https://account.proton.me/assets/static/ABCArizonaFlareVariable.9c6464223ff
ea3667dd6.woff2

https://account.proton.me/api/payments/v5/subscription/check

https://account.proton.me/api/payments/v5/subscription/check

https://account.proton.me/api/data/vi/telemetry

https://account.proton.me/api/data/v1/metrics

DNS records: 1found

Name

Type Content

account.proton.me A 185.70.42.36

about:srcdoc

200

200

200

200

200

200

200

200

200

200

200

200

200

200

10/12/26, 7:54 PM

text/javascr
ipt

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json

image/svg
+xml

image/svg
+xml

applicatio
n/wasm

font/woff2

applicatio
n/json

applicatio
n/json

applicatio
n/json

applicatio
n/json
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Behavior

JavaScript variables

Cookies

Cookies: 6 found
Name
Features
iaas
Theme
Tag
Domain

Session-Id

about:srcdoc

18

Domain
account.proton.me
.proton.me
.proton.me
account.proton.me
account.proton.me

.proton.me

Console log messages

Links

Path

Secure

Yes

Yes

Yes

Yes

Yes

Yes

HTTP only
No
No
No
No
Yes

Yes

10/12/26, 7:54 PM
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Indicators

IPs (3)
185.70.42.18, 185.70.42.20, 185.70.42.36

Domains (3)
account-api.proton.me, account.proton.me, pr.tn

URLs (46)

https://pr.tn/ref/YH2HX9J1, https://account.proton.me/refer-a-friend?referrer=YH2HX9J1, https://account.proton.me/
assets/static/public-index.d9694cdc.css, https://account.proton.me/assets/static/runtime.13a949e0.js, https://accou
nt.proton.me/assets/static/pre.efe2bc01.js, https://account.proton.me/assets/static/public-index.3bbaé7ef.js, https://
account.proton.me/assets/static/unsupported.5bd9198b.js, https://account.proton.me/assets/static/5398.3c3357fb.c
hunk.js, https://account.proton.me/assets/static/2451.f30aé341.chunk.js, https://account.proton.me/assets/static/93
73.46dc5f43.chunk.js, https://account.proton.me/assets/static/8673.dc32e1f0.chunk.js, https://account.proton.me/as
sets/static/2378.c253cle4.chunk.js, https://account.proton.me/assets/static/3192.2c252¢e1b.chunk.js, https://accoun
t.proton.me/assets/static/PublicAppinteractive.8514ffc7.css, https://account.proton.me/assets/static/sprite-icons.069
8eab56a32cb8902ab.svg, https://account.proton.me/assets/static/file-icons.513bécf6e3f2d0fb7e72.svg, https://acc
ount.proton.me/assets/static/favicon.85478299dafc69454be0.svg, https://account.proton.me/assets/static/InterVari
able.c504db5c0é6caaf7cdfba.woff2, https://account.proton.me/assets/static/2083.98cd1375.chunk.js, https://accoun
t.proton.me/assets/static/5453.a43a46a6.chunk.js, https://account.proton.me/assets/static/9832.4897cd5e.chunk.j
s, https://account.proton.me/assets/favicon.ico, https://account.proton.me/assets/static/8876.d775d719.chunk.js, htt
ps://account.proton.me/assets/static/823.c672fc58.chunk.js, https://account.proton.me/assets/static/5456.5ff0fae2.
chunk.js, https://account.proton.me/assets/static/PublicApplnteractive.3f862744.chunk.js, https://account-api.proto
n.me/challenge/v4/htmI?Type=0&Name=unauth&Lang=en-US&Dir=ltr, https://account.proton.me/api/core/v4/referra
Is/info, https://account.proton.me/api/auth/v4/sessions, https://account.proton.me/api/core/v4/auth/cookies, https://
account.proton.me/api/data/v1/telemetry, https://account.proton.me/api/core/v4/trials/YH2HX9J1, https://account.pr
oton.me/api/feature/v2/frontend?sessionld=743972259&appName=-&environment=default, https://account.proton.
me/api/auth/v4/sessions/payload, https://account.proton.me/assets/static/pass-rust-core/password.f64c3df1l.chun
k.js, https://account.proton.me/api/domains/available?Type=signup, https://account.proton.me/api/core/v4/referrals/
identifiers/YH2HX9J1, https://account.proton.me/api/payments/v4/plans, https://account.proton.me/api/payments/v
4/plans/default, https://account.proton.me/api/payments/v5/status, https://account.proton.me/assets/static/bundle-
products.d33004b32332c0d26f1e.svg, https://account.proton.me/assets/static/bundle.a747eed067cé65a4787ae.svg,
https://account.proton.me/91e63b5f5d6b672671b3.module.wasm, https://account.proton.me/assets/static/ABCArizo
naFlareVariable.9c6464223ffea3667ddé.woff2, https://account.proton.me/api/payments/v5/subscription/check, http
s://account.proton.me/api/data/v1/metrics

ASNs (1)
62371

Hashes (37)

a38c0b4e58539f6a642d5cfb679410b2f069273a069¢c6d91dbe53e9b24bf9129, ca896a9b2ec7e7f846bb2f2d7a3d48b
db9b03d68b635201184a7fch16601ce4b, a9732d66a0981a3ce006455b531826419e958469cde483e22b12dcb1f4197¢
03, d0959d91aa227cd8870929a185f8ddf90d09e3c82cc94736bee8deb65b038f245, 780340219f94b0e4b625d026bb
3bd5fdf8b378a4c04387a5d48bc94c90881399, ¢1282070fe38d956c14fe9409be05d5107c1fceeebbafe21140ec7edb5
8efcdb, 83b96d92efe020c8e2bd2982ee61820d9038d45249aaf4887c48f27cabelec5e, adbéad7261896fcc5d8d8esb
58¢10dc8a376758482c61balbb7eade96462628da, 2¢5923ea987c0d14e1e773ec114b58c6cf6880fc429ea6732540d
da66d355281, €599e9db5ch154d9e98f8205cf02beald7fdcf39cccfdel7¢c87ef8fa183342838, 01cdc2eb65859699ch68
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dbab32386bb%a7653011c5d4d4fe7dd2cb7cf3c77d24, 57ead2839b7521048e4dd905a0753a6d0359566c0675fb74d1
cce099baa9429b, f5f005b168df607fe25ac407f398d18dc11046a32df8c07f2476f0a802b84e78, 4c49aa27f61a%ees40

bbe7039cb7064ed5ffb9e1b60eef31f27ce1855¢790c164, b14b9633f3e695331dd486d257ba034ae6b807¢950ea52¢3
7ac37432982ec853, a74da0045323e5dd2ba576521a31f5ba169da0ladb74670a4c713b625418ed49, cé6ce24c6fa0da8
52855b8218bc8c8781cd38c41d87f376992c924af8a251afe8, e30b7bf83b7103d7ea494c1d1aéf1bfdéda5e81alc5d39¢c
9a33c94908b2eee54, 061a925bel1a25e8478a70bf5be4903ae672b3f4d7d7¢630983b3b9521e0c05¢2, 8a1049cfbesb
€7780e3518d2da6228672cd29905dbabef609ea57f011f498adb, 92a806624284bbb7a006ce0908a09bffb988f08416

c60b2a841fbfbd804e0b40, Teaccd9d9103420d9751637467ch43c1692921fef2879deb620d1fa82443db507, 37f494a7d
55b35385881fc800093f21a0bfde4ce2a08c720a6d03easca575a19, 2d33c69f118d2528d05ff74528727d6f10f8e155€1
5450c3d9ed2d710b9590505, 080b02ee415d527da5dfeb80a7e15926157718678e9e4bbc3f3c9ce96bcd35¢5, 4733b85
883a9b044b5dc137df5011f7b68e852fa9381fe60d05aed26e45b1b9c, 22e5298cf4fed471ff5Sb7d950dbeec82b699fec3
5aeb%bae6fa310d2712d082b, 3ba9fce180e0a7fe534adb72bé6fc0240bbf47de8eebc5daaf4bbbeeca712a434, 7bdf3al
f15568b7b04840db71e5c0fc4a7eas460c8824abaf9e507313c61fbe76, fff401ce2fe4d95a200f45321f06d585¢90d21adf
e1715d6748777650845e636, d5f9e8e87b6dce2e82fed3d85e99¢1c18cal441a896313507db028ad62c8bédb, 542ce8
7ecac868956b8a2be123b4f230c3808819e0cf1a2e69093f01b9dd0e89, 35d3ea7d51ffc0d553050291f836e1c9e41365
cal1b28e13c94104fa06310826, 5f19b4afa18054016d0beSdd90b58d64678016€662¢c56db58794f0d230e21c78, 14ad7
9be9377aledcdb4acc4c8807f6e2901cd171f16bb479b69bb6e4f9c3d2fd, 634229921, 1842e8cbcb018d86dfé6ballc8al4
d6e36bf29ec5265d096c9d3aa?3352400bas
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Agent Readiness

Level O

Discoverability (1/4 pass)

Name

robots.txt

Sitemap

Link Headers

DNS for Al Disc
overy (DNS-AI
D)

Status

Pass

Fail

Fail

Fail

Not Ready

10/12/26, 7:54 PM

Goal Message

Publish /robots.txt with clear crawl rules robots.txt exists with valid format

Publish a sitemap and reference it from robo
ts.txt

sitemap.xml not found

Include Link response headers for agent dis  No Link headers found on target pag

covery (RFC 8288) e

Publish DNS-AID records through your dom  DNS for Al Discovery (DNS-AID) well-
ain so others can find and use your Al bots known entrypoint records not found

Content Accessibility (0/1 pass)

Name

Markdown Ne
gotiation

Status

Fail

Goal

Support Accept: text/markdown content negotiation fo
r machine-readable content

Bot Access Control (1/3 pass)

Add User-agent rules for Al crawlers like GP
TBot, Claude-Web, and others

Declare Al content usage preferences with

Name Status Goal
Al Crawl
Pass
er Rules
Content .
. Fail
Signals

Web Bot Neutr

Auth al

Content Signals in robots.txt

Let your site identify itself as a bot with Web
Bot Auth

Message

Protocol Discovery (0/9 pass)

Name

API Catalog

OAuth/OIDC D
iscovery

OAuth Protect
ed Resource

Auth.md

MCP Server C
ard

about:srcdoc

Status

Fail

Fail

Fail

Fail

Fail

Goal

Publish an API catalog for automated API discovery (RF
C 9727)

Publish OAuth/OIDC discovery metadata so agents can
authenticate with your APIs

Publish OAuth Protected Resource Metadata so agents
can discover how to authenticate

Publish auth.md with login instructions for Al bots regist
ering on behalf of a user

Publish an MCP Server Card for agent discovery

Message

Site does not support Markd
own for Agents

No Al-specific bot rules; wildcard rules apply
to all crawlers including Al bots

No Content Signals found in robots.txt

Web Bot Auth directory returned HTML inste
ad of JSON (informational only)

Message

API Catalog returned HTML i
nstead of JSON

No OAuth/OIDC discovery m
etadata found

No OAuth Protected Resour
ce Metadata found

auth.md returned HTML inst
ead of Markdown

MCP Server Card not found

Page 11 of 17
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A2A Agent Ca
rd

Agent Skills

WebMCP

Agentic Reso
urce Discover

y

Fail

Fail

Fail

Fail

Commerce (0/5 pass)

Name

x402 Protocol

Model Paymen
ts Protocol

Universal Com
merce Protocol

Agentic Comm
erce Protocol

Agent Payment
s Protocol

Status

Neutr
al

Neutr
al

Neutr
a

Neutr
al

Neutr
al

Publish an A2A Agent Card for agent-to-agent discover

y

Publish an agent skills discovery index

Support WebMCP to expose site tools to Al agents via t

he browser

Publish an ARD catalog at /.well-known/ard.json so age
nts can discover available resources and capabilities

Goal

Support x402 protocol for agent-native
HTTP payments

Support the Model Payments Protocol (
MPP) for Al model-driven payments

Enable content payments via Universal C
ommerce Protocol

Publish ACP discovery metadata so agen
ts can discover your commerce API

Support the Agent Payments Protocol (A
P2) for secure agent-driven payments

Next level: Level 1— Basic Web Presence

e Publish a sitemap and reference it from robots.txt

¢ Include Link response headers for agent discovery (RFC 8288)

about:srcdoc

10/12/26, 7:54 PM

A2A Agent Card returned H
TML instead of JSON

Agent Skills index returned
HTML instead of JSON

No WebMCP tools detected
on page load

ARD capability manifest retu
rned HTML instead of JSON

Message

x402 payment protocol not detected (not
a commerce site)

MPP payment discovery not detected (not
a commerce site)

UCP profile returned HTML instead of exp
ected format (not a commerce site)

ACP discovery document returned HTML i
nstead of JSON (not a commerce site)

AP2 not detected (no A2A Agent Card) (n
ot a commerce site)
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