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URL Scan Report

Scan report for 'https://app.tuta.com/signup?ref=S25RUmlPaGw'
Scan ID : 8c8b0-c8c7e5a0d5275d57e

No classification — No immediate security risks are detected at this URL.

Summary

Scan ID 8c8b0-c8c7e5a0d5275d57e Submitted
URL

https://app.tuta.com/signup?
ref=S25RUmlPaGw

Report finished: October 12, 202 75 PM 2 IPs 1

2 countries 1 2 domains 1

2 transactions 27

Web page components and interactions

HTML 1 Scripts 23

Images 2

Technologies - 1 identified

Name Description

HSTS HTTP Strict Transport Security HSTS) informs browsers that the site should only be accessed using HTT
PS.
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Screenshots
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Security

Risks 0 found Security headers 0 found

Security violations 0 found Certificates 1 found

Not set

strict-transport-security
x-frame-options
x-content-type-options
content-security-policy
referrer-policy
clear-site-data
x-permitted-cross-domain-policies
permissions-policy
cross-origin-embedder-policy
cross-origin-opener-policy
cross-origin-resource-policy
x-xss-protection
feature-policy
expect-ct
public-key-pins

Certificates: %{number} found

Subject Issue date Expiry date

app.tuta.com 10/11/202 10/12/2027
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Network

HTTP transactions 27 detected DNS records 2 found

HTTP transactions: 27 detected

Method URL Status Type

GET http/1.1 https://app.tuta.com/signup?ref=S25RUmlPaGw 302

GET http/1.1 https://app.tuta.com/?r=/signup&ref=S25RUmlPaGw 200 text/html

GET http/1.1 https://app.tuta.com/polyfill.js 200 text/javascript

GET http/1.1 https://app.tuta.com/index.js 200 text/javascript

GET http/1.1 https://app.tuta.com/app.js 200 text/javascript

GET http/1.1 https://app.tuta.com/images/logo-favicon.svg 200 image/svg+xml

GET http/1.1 https://app.tuta.com/common-min-C0jvceDX.js 200 text/javascript

GET http/1.1 https://app.tuta.com/common-DBd2yWA.js 200 text/javascript

GET http/1.1 https://app.tuta.com/polyfill-helpers-CxrNhmUu.js 200 text/javascript

GET http/1.1 https://app.tuta.com/translation-en-CCHBkoT.js 200 text/javascript

GET http/1.1 https://app.tuta.com/images/logo-favicon.svg 200 image/svg+xml

GET http/1.1 https://app.tuta.com/main-DWcDguTT.js 200 text/javascript

GET http/1.1 https://app.tuta.com/gui-base-BHEKyKI.js 200 text/javascript

GET http/1.1 https://app.tuta.com/date-DSQFL70D.js 200 text/javascript

GET http/1.1 https://app.tuta.com/qr-DQxWigAu.js 200 text/javascript

GET http/1.1 https://app.tuta.com/plugin-manager-Lu8QOxhO.js 200 text/javascript

GET http/1.1 https://app.tuta.com/plugin-sdk-Bc5PGEOb.js 200 text/javascript

GET http/1.1 https://app.tuta.com/sanitizer-sQJWPjYz.js 200 text/javascript

GET http/1.1 https://app.tuta.com/signup-Bu7IAxxY.js 200 text/javascript

GET http/1.1 https://app.tuta.com/settings-BP-toKJF.js 200 text/javascript

GET http/1.1 https://app.tuta.com/date-gui-BvYMEN1v.js 200 text/javascript

GET http/1.1 https://app.tuta.com/sharing-B_KWypv.js 200 text/javascript

GET http/1.1 https://app.tuta.com/calendar-importer-Bgd_P7Pa.js 200 text/javascript

GET http/1.1 https://app.tuta.com/contacts-CadpcKY.js 200 text/javascript

GET http/1.1 https://app.tuta.com/mail-editor-ByKCSpb-.js 200 text/javascript

GET http/1.1 https://app.tuta.com/mail-view-CvD5Xr2R.js 200 text/javascript

GET http/1.1 https://app.tuta.com/login-CzrSdRS.js 200 text/javascript
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DNS records: 2 found

Name Type Content

app.tuta.com A 185.205..10

app.tuta.com AAAA 2a10:e000110
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Behavior

JavaScript variables 15 Console log messages 8

Cookies 0 Links 0

Console log messages: 8 found

Type Text URL

warn
ing

Initialized DurationFormatStub. Please make sure this is intended (shouldn't happen on recent brow
sers).

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
jvce
DX.j
s

log Registering ServiceWorker

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
jvce
DX.j
s

log

........................................ ........................................ ........................................

........@@@@@@@@@@@@@@@@@@@@@@@.........

.....@....@@@@@@@@@@@@@@@@@@@@@@@.......

.....@@@....@@@@@@@@@@@@@@@@@@@@@@@..... .....@@@@@.............................. Do y
ou care about privacy? .....@@@@@...@@@@@@@@@@@@@@@@@@@@@@.....
.....@@@@...@@@@@@@@@@@@@@@@@@@@@@@..... Work at Tuta! Fight for our rights!
.....@@@@...@@@@@@@@@@@@@@@@@@@@@@......
.....@@@...@@@@@@@@@@@@@@@@@@@@@@....... https://tuta.com/jobs
.....@@@...@@@@@@@@@@@@@@@@@@@@@@.......
.....@@...@@@@@@@@@@@@@@@@@@@@@@........
.....@@...@@@@@@@@@@@@@@@@@@@@@@........
.....@...@@@@@@@@@@@@@@@@@@@@@@.........
.....@...@@@@@@@@@@@@@@@@@@@@@@.........
........@@@@@@@@@@@@@@@@@@@@@@..........
.......@@@@@@@@@@@@@@@@@@@@@@...........
.......@@@@@@@@@@@@@@@@@@@@@@........... ........................................

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
jvce
DX.j
s
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........................................ ........................................

log worker init time (ms): 1233

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
jvce
DX.j
s

log ServiceWorker has been installed

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
jvce
DX.j
s

log SWC: updatefound

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
jvce
DX.j
s

log Empty value for app types hash header in response with path https://app.tuta.com/rest/base/applic
ationtypesservice and method GET

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
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jvce
DX.j
s

log re-initializing server model from new server response data

http
s://
ap
p.tu
ta.c
om/
co
mm
on-
min
C0
jvce
DX.j
s
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Indicators

IPs (1)
185.205..10

Domains (1)
app.tuta.com

URLs (2)
https://app.tuta.com/signup?ref=S25RUmlPaGw, https://app.tuta.com/?r=/signup&ref=S25RUmlPaGw, https://app.tut
a.com/polyfill.js, https://app.tuta.com/index.js, https://app.tuta.com/app.js, https://app.tuta.com/images/logo-favico
n.svg, https://app.tuta.com/common-min-C0jvceDX.js, https://app.tuta.com/common-DBd2yWA.js, https://app.tuta.
com/polyfill-helpers-CxrNhmUu.js, https://app.tuta.com/translation-en-CCHBkoT.js, https://app.tuta.com/main-DW
cDguTT.js, https://app.tuta.com/gui-base-BHEKyKI.js, https://app.tuta.com/date-DSQFL70D.js, https://app.tuta.co
m/qr-DQxWigAu.js, https://app.tuta.com/plugin-manager-Lu8QOxhO.js, https://app.tuta.com/plugin-sdk-Bc5PGEOb.j
s, https://app.tuta.com/sanitizer-sQJWPjYz.js, https://app.tuta.com/signup-Bu7IAxxY.js, https://app.tuta.com/setting
s-BP-toKJF.js, https://app.tuta.com/date-gui-BvYMEN1v.js, https://app.tuta.com/sharing-B_KWypv.js, https://app.tu
ta.com/calendar-importer-Bgd_P7Pa.js, https://app.tuta.com/contacts-CadpcKY.js, https://app.tuta.com/mail-editor
ByKCSpb-.js, https://app.tuta.com/mail-view-CvD5Xr2R.js, https://app.tuta.com/login-CzrSdRS.js

ASNs (1)
2100

Hashes (27)
22af8b50220a312a0be8f0bf30eaad850eea2be01e02e8fefec71, c80877fbe7d330fbe0a37a58
b72adf3a2115c003d5d1e532da01, 2eef310c8ff8527c1dd38fa3335810af112f2bf188a553d28bf
e, 17dc5532dfec5b32fda588ab0cb85abee017115d707ff1a7c0, 253e0b783e7ebd8dfecf0237
1ea181c31fac82de8001b50e37, b5d1f2872e88d8f2ae0a2cdeb255c7d31df5e20511337c0bdfa131cc
2, 0d1dcfcf5eaa788ccd1dfdebcabe07badc8dda5f8017f318, 0e75110700b811c25cc8dc3e2
1d08bce3ac81e581208ebaea53da7, 8f1e7dadfdbd038ea71cfe7ee807eca3a20f7d57bdacb1df
3e, ede71a588be55df8258831ca88a3fba10bb7e308e3150515bc, b30cc55dacda0fdef2fd803
3fa31e7ef515012dfbf0cecca2f82b, 3705300e2728ea237df21852270baeed70e1b70ab505dfab
331da, bd3b721807c2555705ed31c87fd8bb310020c5b8bc23d0d5b, 33a2112f8c8a1d50a0e
057a725a1b3fb30a8ad022d1ccb553b7c8, 0f8d732272deeccb3bab70efc7e3dd202f01b80781ccc17
c2be0eeb, 13d0c7ca155cd2577582e73b031a17aafa05ed5d30ccfcdaacfeccc, b5eaf585155a28addb
0d87ec570ceb025a022d15cf11fea2efc8e1e, aded858ad8e75c1bde8dfcc3bf7e253ba5d7d3de8bd0
3887fbeecea, ed5d8af2ad8dd7def00d3e3f51dab0ce71dfeeafe5d8a33757237037, cf0ebf2bd8d5d2
fe78a2f7d288b03ecacc5723dad8a18073, 30a38cffa10cfa1cfa5faeeb1eb50e272c71cf07
fbbf352c7f80bb, b8188c1e38d770801ffdc2ef288df1befe37d8c7758035efd07b1bc, 8bb80aa85aaa
01ae3d0a5ca7ffaad13b225dadfd5a7ee022c010c, 58c3e5a0e5017015ed785e703f0adde8fba3e8
2a1b887eba207f, c3fd2da523052bd2773772b517db370757ac0ccff1b3728fa, 1118, 0
5aec82b55e38ad75333e2ca3a2770e3088ae3afccffea10a7efaeedb
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Agent Readiness

Level 0 Not Ready

Discoverability (0/ pass)

Name Status Goal Message

robots.txt Fail Publish /robots.txt with clear crawl rules robots.txt not found

Sitemap Fail Publish a sitemap and reference it from robo
ts.txt sitemap.xml not found

Link Headers Fail Include Link response headers for agent dis
covery RFC 8288

No Link headers found on target pag
e

DNS for AI Disc
overy DNSAI
D

Fail Publish DNSAID records through your dom
ain so others can find and use your AI bots

DNS for AI Discovery DNSAID) well-
known entrypoint records not found

Content Accessibility (0/1 pass)

Name Status Goal Message

Markdown Ne
gotiation Fail Support Accept: text/markdown content negotiation fo

r machine-readable content
Site does not support Markd
own for Agents

Bot Access Control (0/3 pass)

Name Status Goal Message

AI Crawl
er Rules Fail Add User-agent rules for AI crawlers like GP

TBot, Claude-Web, and others Cannot check AI rules without robots.txt

Content
Signals Fail Declare AI content usage preferences with

Content Signals in robots.txt
Cannot check Content Signals without robot
s.txt

Web Bot
Auth

Neutr
al

Let your site identify itself as a bot with Web
Bot Auth

Web Bot Auth directory returned HTML inste
ad of JSON (informational only)

Protocol Discovery (0/ pass)

Name Status Goal Message

API Catalog Fail Publish an API catalog for automated API discovery RF
C 727

API Catalog returned HTML i
nstead of JSON

OAuth/OIDC D
iscovery Fail Publish OAuth/OIDC discovery metadata so agents can

authenticate with your APIs
No OAuth/OIDC discovery m
etadata found

OAuth Protect
ed Resource Fail Publish OAuth Protected Resource Metadata so agents

can discover how to authenticate
No OAuth Protected Resour
ce Metadata found

Auth.md Fail Publish auth.md with login instructions for AI bots regist
ering on behalf of a user

auth.md returned HTML inst
ead of Markdown

MCP Server C
ard Fail Publish an MCP Server Card for agent discovery MCP Server Card not found
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A2A Agent Ca
rd Fail Publish an A2A Agent Card for agent-to-agent discover

y
A2A Agent Card returned H
TML instead of JSON

Agent Skills Fail Publish an agent skills discovery index Agent Skills index returned
HTML instead of JSON

WebMCP Fail Support WebMCP to expose site tools to AI agents via t
he browser

No WebMCP tools detected
on page load

Agentic Reso
urce Discover
y

Fail Publish an ARD catalog at /.well-known/ard.json so age
nts can discover available resources and capabilities

ARD capability manifest retu
rned HTML instead of JSON

Commerce (0/5 pass)

Name Status Goal Message

x02 Protocol Neutr
al

Support x02 protocol for agent-native
HTTP payments

x02 payment protocol not detected (not
a commerce site)

Model Paymen
ts Protocol

Neutr
al

Support the Model Payments Protocol (
MPP) for AI model-driven payments

MPP payment discovery not detected (not
a commerce site)

Universal Com
merce Protocol

Neutr
al

Enable content payments via Universal C
ommerce Protocol

UCP profile returned HTML instead of exp
ected format (not a commerce site)

Agentic Comm
erce Protocol

Neutr
al

Publish ACP discovery metadata so agen
ts can discover your commerce API

ACP discovery document returned HTML i
nstead of JSON (not a commerce site)

Agent Payment
s Protocol

Neutr
al

Support the Agent Payments Protocol A
P2) for secure agent-driven payments

AP2 not detected (no A2A Agent Card) (n
ot a commerce site)

Next level: Level 1  Basic Web Presence
Publish /robots.txt with clear crawl rules
Publish a sitemap and reference it from robots.txt
Include Link response headers for agent discovery RFC 8288


